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Abstract

In network security, authentication is the crucial process to validate the identification of network participants, acting as the first
defense mechanism to protect the networks from potential attacks. However, the conventional authentication approaches face
many challenges, such as the reliance on a centralized entity, single point of failure, and the limited capacity and heterogeneity
of devices in various types of networks. To address these problems, blockchain has recently emerged to be a promising solution,
offering a secure and decentralized framework for authentication management. This article aims to provide a comprehensive
survey on the applications of blockchain for authentication in diverse network environments. Particularly, we first provide an
overview of blockchain, its related cryptography techniques, and common attacks on authentication processes. We then discuss
diverse blockchain-based approaches proposed to address emerging issues in authentication in different types of networks including
vehicular, IoT, healthcare, distributed computing, and other emerging application areas. Finally, we highlight important challenges,

open issues, and future research directions of blockchain for future authentication systems.
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1. Introduction

In network security, authentication is the process of vali-
dating the identification of users or entities connecting to sys-
tems [1]. This process is essential as the first defense mecha-
nism to protect sensitive data from unauthorized access, thereby
protecting systems from potential attacks including imperson-
ation, data theft, and unauthorized system changes. Moreover,
authentication has become more crucial because of the ever-
growing use of distributed systems [2]. However, in the current
stage of the internet when billions of devices are connected in
various areas (e.g., IoT, healthcare, education, commerce), mul-
tiple authentication-related challenges arise.

Particularly, conventional authentication relies on a central-
ized entity to store identification data, such as a web server
storing usernames and passwords in a relational database ta-
ble. This centralized entity represents a single point of failure,
which could be targeted by multiple attacks. For instance, pro-
tocols such as OAuth 2.0 [3], SAML [4], and Kerberos [5],
which are the most widely used state-of-the-art methods for
authentication, might face this centralization challenge. Par-
ticularly, the unavailability or compromise of critical servers,
such as the authorization server in OAuth 2.0, the authenti-
cation server in Kerberos, or identity provider in SAML, can
severely disrupt authentication services. Moreover, an insider
with harmful intentions can exploit the lack of inherent data
immutability of conventional systems, enabling attacks such
as XML Signature Wrapping that manipulate the XML struc-
ture in SAML messages [6]. Besides, authentication in large-
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scale heterogeneous networks, such as IoT and edge comput-
ing, is another challenge. Because the devices in these net-
works are typically limited in computing resources, it is difficult
to implement advanced security solutions on them. While the
OAuth 2.0-based ACE-OAuth standard [7] can be implemented
on these resource-constraint systems, it also raises privacy con-
cerns as the Authorization Server may access sensitive client
information. With the wireless nature of these networks, these
devices are also more vulnerable to attacks including leakage of
confidential information, identity spoofing, and message eaves-
dropping [1, 2].

To address these challenges, blockchain-based authentication
is emerging as an effective solution. Particularly, a blockchain
is a distributed database shared among multiple nodes in a net-
work. Data is stored in a sequence of blocks linked via cryp-
tography. Moreover, the nodes must follow a consensus mech-
anism to add data to a blockchain, thereby enhancing the secu-
rity of the networks [8] [9]. As a result, blockchain-based ap-
proaches bring multiple advantages compared to conventional
authentication, which can be summarized as follows.

e Decentralization: with blockchain-based authentication,
the identification data is stored in multiple entities of net-
works instead of a centralized entity. Therefore, the single
point of failure is removed, making systems more resistant
to attacks.

e Tamper-proof: data stored on blockchains cannot be al-
tered by any single entity, which makes blockchain-based
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Figure 1: Application scenarios of blockchain-based authentication systems.

authentication systems more secure against data tampering
[10] attempts from both outside attackers and malicious
insiders.

e Transparency and Auditability: adding data to blockchain
is transparent and auditable, enhancing the accountabil-
ity of authentication [11], and providing traceability for
changes.

e Anonymity and Privacy: leveraging cryptography en-
ables anonymous blockchain-based authentication sys-
tems, thereby enhancing the privacy of users. This is an
important feature when storing sensitive information, such
as the medical conditions of patients in healthcare. More-
over, blockchain’s inherent characteristics such as decen-
tralization and smart contracts can be utilized to build
self-sovereign identity platforms, enabling entities to have
ownership and control over their digital identities [12].

With the aforementioned advantages, various approaches that
utilize blockchain technology for authentication have been pro-
posed in recent years. This paper aims to provide a compre-
hensive survey of these approaches. Particularly, we first pro-
vide an overview of blockchain-based authentication, including
fundamentals of blockchains, authentication, and cryptography
techniques. As illustrated in Fig. 1, we present a survey on
applications of blockchain-based authentication in multiple ar-
eas including vehicular networks, IoT, healthcare, distributed
computing, and other emerging application areas. For these ap-
plications, we provide detailed reviews and analyses on how
blockchain-based authentication is leveraged to overcome the
challenges of conventional authentication. Finally, we discuss
the current challenges and open issues of blockchain-based au-
thentication and introduce potential research directions for this
technique in the future.

There are a few surveys with different focuses. For example,
[13], [14], and [15] discuss authentication process in IoT. More-
over, [16], [17], and [18] discuss authentication in vehicular,

healthcare, and distributed computing, respectively. Alterna-
tively, there are surveys [19], [20], and [21] that investigate au-
thentication approaches with broader focuses. Particularly, [19]
focuses on multi-factor authentication, [20] focuses on attacks
and defense mechanisms, and [21] focuses on biometric-based
authentication. To the best of our knowledge, there is no survey
in the literature that focuses on the application of blockchain
technology for authentication. Given the significant advantages
that blockchain technology can bring, this paper aims to fill the
gap in the literature and contribute to the future development of
blockchain-based authentication systems.

The rest of this paper is organized as follows. Section 2 pro-
vides the fundamental background of key concepts, including
blockchain technology, cryptographic mechanisms, and attacks
on authentication processes. Then, applications of blockchain-
based authentication in vehicular networks, IoT, healthcare, and
distributed computing are presented from Sections 3 to 7. Sec-
tion 8 discusses challenges, open issues, and future research di-
rections of blockchain-based authentication. Finally, Section 9
concludes this article.

2. Fundamental Background

In this section, we provide fundamental background on key
concepts, techniques, and attacks that are frequently used in
blockchain-based authentication systems.

2.1. Blockchain Technology

2.1.1. Overview

Blockchain introduces a novel method for managing data in
a decentralized way. A blockchain is a distributed database
or ledger where records are shared among nodes in a peer-to-
peer network. Blockchain employs cryptographic hashes, dig-
ital signatures, and distributed consensus methods to guaran-
tee that records cannot be altered once added to the blockchain
without the agreement of other network participants. Therefore,
data stored on the blockchain can be verified without a central
entity.

2.1.2. Transactions

Transactions are the basic data structures that record transfers
of tokens between users or other entities, i.e., smart contracts on
a blockchain. A transaction specifies the identities of the sender
and receiver, and the amount of tokens to be debited from or
credited to their accounts. Two main cryptographic techniques
are used to protect the authenticity of transactions:

e Hash functions: Hash functions randomly map any input
to a unique fixed-length output in a one-way manner, pre-
venting recovery of the input by pure computational infea-
sibility. Additionally, the probability of a strongly secured
hash function such as SHA-256 to generate the same out-
put for two different inputs is extremely small.

e Asymmetric Key: Each node generates a pair of keys: one
public, one private. The private key is used to sign input



messages, creating a fixed-length signature. This signa-
ture can be verified by other entities using the public key:
they employ a verification function to confirm that the sig-
nature originates from the corresponding private key. For
identity purposes, nodes use the hash of their public key as
a pseudonymous, permanent blockchain address. In trans-
actions, inputs are signed with the sender’s private key.
The nodes in the network can then verify these transac-
tions by checking if the signature matches the public ad-
dress, thereby validating the input’s authenticity.

As illustrated in Fig. 2, when a sender wants to send money to
a recipient, first they create a transaction, which contains their
address, the amount of money, the recipient’s address, and their
digital signature. Then they broadcast this transaction to the
network. When a miner, i.e., a consensus participant, receives
this transaction, they validate it using the sender’s digital signa-
ture. The miner then includes multiple valid transactions into a
block. If the block is mined successfully, the miner broadcasts
the block to other nodes in the network to verify. If the block is
verified successfully as the first block mined after the last block
in the chain, these nodes integrate it as the latest block in the
chain [9].

2.1.3. Blocks

A block, created by a node participating in the consensus pro-
cess, contains transaction records. In the block’s data structure,
a hash pointer is kept. This data field is used to ensure the in-
tegrity of the transaction records, and that the adjacent blocks
are organized in the correct order. Additionally, the Merkle tree
data structure can be leveraged to generate the tamper evident
digest in the transaction set of a block while requiring less on-
chain storage. A hash pointer to a block is the hashcode of its
concatenated data fields, stored as its header. A block stores
the hashcodes of the reference blocks, indicating that it recog-
nizes that the transactions in the reference blocks are created
earlier than the new block’s transactions. A set of transactions
can form a Merkle tree with each leaf labeled with the hash-
code of a transaction and each non-leaf node labeled with the
hashcode of the concatenated labels of its two children. The
root of a Merkle tree is called the Merkle digest/root. A block
in lightweight form stores only the Merkle root of the selected
transactions, which is sufficient for validation and synchroniza-
tion. A node storing lightweight blocks must query its peer to
retrieve the complete transaction records in the blocks [8, 22].

Apart from the Merkle digest, the block header and the hash
pointers, a block may contain additional data fields, based
on specifications of consensus schemes. In a blockchain,
blocks are organized based on the hash pointers to their refer-
ences/predecessors. The first block in every blockchain, namely
the genesis block, has no reference and is the common ancestor
block of all valid blocks. Depending on the number of refer-
ences a block has, blocks can be organized in different forms,
such as a linear linked list, as a tree of blocks, or as a Directed
Acyclic Graph (DAG) [23]. Without specification, most of our
discussion on blockchains is limited to the linear linked list
case, where the order of the blocks is guaranteed.

2.1.4. Consensus Mechanisms

In a blockchain network, faulty nodes can behave mali-
ciously or arbitrarily. Moreover, nodes can process misinforma-
tion due to connection latency, i.e., Byzantine failures. There-
fore, the consensus mechanism is a core component to achieve
distributed agreement of nodes about the state of the network.
Moreover, the consensus mechanism governs other network’s
operations, such as transaction adding and incentive mecha-
nisms. An example of a consensus mechanism is Proof of Work
(PoW) which is used in public blockchain networks, most no-
ticeably Bitcoin [24]. Particularly, PoW requires miners i.e.,
nodes participating in the consensus process, to solve crypto-
graphic puzzles if they want to create new blocks. Because
the puzzles take substantial processing power to solve, block
creation is difficult, thereby deferring malicious manipulation
of the blockchain. Another consensus mechanism is Proof of
Stake (PoS), which is used in the current implementation of the
public blockchain network Ethereum (Ethereum used PoW in
its early stage) [25]. In particular, PoS chooses block creators
based on nodes’ monetary stake i.e., the ownership of cryp-
tocurrency tokens. The block creators are chosen randomly,
with higher odds assigned to nodes with larger stakes. PoS net-
works can be secured with incentive mechanisms, including re-
warding honest nodes with newly minted tokens, while nodes’
malicious behaviors can lead to the loss of their stakes.

2.2. Cryptography Mechanisms

2.2.1. Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC), proposed in 1985 by
Neal Koblitz and Victor Miller, is an approach to public-key
cryptography based on the algebraic structure of elliptic curves
over finite fields. In ECC, a key pair is a set of two points on an
elliptic curve defined over a finite field. In particular, the private
key is randomly selected and multiplied with a generator point
on the curve to compute the public key [26].

The security of ECC relies on the Elliptic Curve Discrete
Logarithm Problem (ECDLP), which is more difficult to solve
than the integer factorization problem used in traditional cryp-
tosystems such as Rivest—-Shamir—Adleman (RSA). Moreover,
in ECC, smaller key sizes provide equivalent security compared
to that of RSA or Diffie-Hellman. Additionally, no known
subexponential-time algorithms solve the ECDLP on suitably
chosen curves. Therefore, ECC cryptosystems are more secure
and efficient for a given key size, and more practical for embed-
ded devices and blockchains [26].

2.2.2. Elliptic Curve Digital Signature Algorithm

Proposed in 1992 as a variant of the Digital Signature Algo-
rithm (DSA), the Elliptic Curve Digital Signature Algorithm
(ECDSA) is a cryptographic algorithm used to create a dig-
ital signature scheme optimized specifically for ECC imple-
mentations [27]. Leveraging the aforementioned advantages
of ECC, ECDSA can reduce the signature and key sizes by
roughly 20 times compared to those of RSA while maintain-
ing the same security strength [28]. Therefore, ECDSA-ECC
systems can significantly reduce bandwidth, computing power,
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Figure 2: An illustration of a blockchain network.

and required storage compared to other approaches. As a re-
sult, the invention of ECDSA vastly expanded the adoption of
ECC across multiple applications ranging from web browsers
to blockchains [29].

2.2.3. Zero-Knowledge Proof

A zero-knowledge proof is a cryptographic method that al-
lows one party (the prover) to validate knowledge of a piece of
information to another party (the verifier) without revealing that
piece of information [30]. Particularly, the verifier issues a ran-
dom cryptographic challenge, to which the prover must respond
with a solution that convinces the verifier of their knowledge.
Moreover, the challenge space is large enough to prevent fraud.
Zero-knowledge proofs enable authentication and identity vali-
dation without compromising privacy, making them applicable
for blockchain consensus, voting, authentication systems, and
other domains requiring validation with anonymity.

2.2.4. Secure Hash Algorithms

Secure Hash Algorithms (SHAs) are a family of crypto-
graphic hash functions published by the National Institute of
Standards and Technology. Particularly, SHAs are designed
to provide one-way hash functions for creating unique fixed-
length hash digests of electronic data as input [31]. Moreover,
these digests cannot be regenerated without access to the input,
thereby ensuring that the data has not been tampered with [32].
Therefore, SHAs are essential to detect unauthorized changes.

2.3. Attacks on Authentication Processes

2.3.1. Man-in-the-Middle Attacks

A Man-in-the-Middle (MITM) attack is a type of cyberattack
where a malicious third party secretly takes control communi-
cation channel between two or more nodes in a network. In
particular, the attacker can intercept, modify, or replace victims’
communication traffic, often to steal credential information, spy
on victims, or corrupt data [33]. For instance, an attacker can
set up a public Wi-Fi network with a similar name to a legiti-
mate network. Then, unaware users can connect to it, allowing
the attacker to monitor all information they send. Some meth-
ods to prevent MITM attacks include using strong encryption
or a Virtual Private Network (VPN) to ensure that the attacker
cannot decipher the transmitted messages [34].

2.3.2. Replay Attacks

A replay attack is an attack on a security protocol when a
malicious party replays messages from a different context into
the intended context, thereby making honest participants think
that the protocol is working as expected [35]. Particularly, an
attacker can copy an entity’s authentication message and use
it to carry out authentication with another entity, regardless of
whether the message is encrypted or not. Replay attacks can
be effective to gain unauthorized access to sensitive data or to
misdirect the participants. For example, in VANETS, an at-
tacker can replay traffic-related messages that were exchanged
by neighboring vehicles, causing confusion or misinformation.



Moreover, in this case, replaying a message about a clear road
when there is a hazard can lead to accidents [36]. To de-
fend against replay attacks, it is effective to include a times-
tamp in the transmitted data by ensuring that the data is only
valid within a period of time. Moreover, a random number,
namely nonce, can be generated each time the authentication
takes place to act as a mark if the messages are replayed [34].

2.3.3. Impersonation Attacks

An impersonation attack happens when an attacker imper-
sonates a legitimate node in a network [37]. For example, in [oT
networks where devices can be compromised easily because of
their limited computing resources, an attacker can impersonate
other devices, thereby stealing data and spreading malware. To
prevent impersonation attacks, authentication messages are re-
quired to include the identity of the sender. However, several
forms of Impersonation Attacks target humans rather than pro-
tocols, making them difficult to defend against [34].

2.3.4. Non-repudiation Attacks

A non-repudiation attack happens when a node in a network
illegitimately denies its action. For instance, in VANETS, a ma-
licious vehicular node can deny receiving or sending a message
to disrupt the flow of information in the network. Moreover, a
node can launch an attack and deny its action, thereby avoiding
detection and punishment. Using digital signature as proof of
identity is an effective way to prevent non-repudiation attacks
[34].

2.3.5. Insider Attacks

An insider attack occurs when an insider compromises the
confidentiality, integrity, or availability of a network by taking
advantage of their authorized access. The insider can be an em-
ployee or a contractor with granted access to the network. For
instance, an IoT device in a smart home can be compromised
to leak sensitive data to an attacker [22], or a malicious node
could disrupt the communication between vehicles in vehicular
networks, leading to safety risks [38]. Against insider attacks,
potential defense mechanisms include classifying levels of ac-
cess for insiders, analyzing behaviors to detect anomalies, and
monitoring.

2.3.6. Modification Attacks

A modification attack is a type of cyberattack where an unau-
thorized entity gains access to and tampers with data [39]. The
entity can modify messages in the network, change stored data,
or reconfigure system hardware or network topologies. For ex-
ample, if an attacker can change the patients’ medical data at a
hospital, it can lead to wrong diagnoses and treatment for their
conditions. To defend against Modification Attacks, it is nec-
essary to detect any modification to data, regardless of whether
the modification is authorized or not, by mechanisms such as
using one-way hash functions [34], storing the last modified
timestamp with data, etc. Besides, modification attacks can be
prevented by making confidential data immutable, i.e., unable
to be modified.

2.3.7. Eavesdropping Attacks

An eavesdropping attack is a type of cyberattack where a ma-
licious third party can listen to messages exchanged between
two or more nodes in a network. Because the attacker does
not modify the communication channel, it is difficult for nodes
to detect that the attacker is eavesdropping on their messages.
With this attack, unencrypted sensitive data is visible to the
attackers. Strong encryption techniques are effective against
eavesdropping attacks [34] by preventing the attackers from de-
ciphering the messages.

3. Applications of Blockchain-based Authentication for Ve-
hicular Networks

A vehicular network is a specialized communication system
that enables vehicles to exchange information with each other
and with roadside infrastructure, enhancing road safety, traf-
fic management, and providing information services. It sig-
nificantly improves transportation efficiency and driver conve-
nience by enabling real-time traffic updates, automated toll pay-
ments, and enhanced navigation systems [40]. However, ve-
hicular networks face distinct challenges in authentication, pri-
marily due to the high mobility of vehicles, the need for rapid
and secure communication, and the vulnerability to various
cyberattacks. These challenges include ensuring the integrity
and confidentiality of data exchanged, managing the dynamic
and large-scale nature of vehicular networks, and safeguard-
ing against impersonation and replay attacks. Moreover, the
decentralized nature of these networks demands robust mech-
anisms to validate and authenticate vehicles without compro-
mising user privacy or system efficiency [16, 40]. To ad-
dress these problems, blockchain has emerged to be an effec-
tive solution: it enables decentralized management of identities
to achieve privacy-preserving authentication, leverages crypto-
graphic techniques to ensure data integrity and confidentiality,
and provides a transparent and tamper-proof system for secure,
real-time communication in vehicular networks.

3.1. Vehicular Ad-hoc Networks

Vehicular Ad-hoc Networks (VANETS) are a type of vehic-
ular network specifically designed for vehicle-to-vehicle and
vehicle-to-infrastructure communication. They are essential for
intelligent transportation, enhancing road safety, and managing
traffic by enabling real-time communication between vehicles
and infrastructure. However, their dynamic nature, with high-
speed vehicles and changing network topologies, presents sig-
nificant challenges. These include ensuring rapid and secure
authentication for reliable communication, maintaining driver
and vehicle privacy, and protecting against security threats
such as spoofing and message tampering. Additionally, the
scalability of VANETs demands authentication mechanisms
that can efficiently manage the large volume of vehicles with-
out causing network delays or congestion [16]. Blockchain
technology has recently emerged as a promising solution for
these challenges. For example, in [41], the authors introduce
a Blockchain-Assisted Coded Caching Certificate Revocation
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Figure 3: Blockchain-based authentication framework for VANETS employing
Law Enforcement Authority [43].

List (BAC-CRL) for authentication in VANETs. The proposed
framework combines blockchain technology with a multi-layer
coded caching strategy to enhance certificate revocation pro-
cesses. Particularly, blockchain is employed to create a net-
work that connects regional Certificate Authorities (CAs) and
Road-Side Units (RSUs). The blockchain network is responsi-
ble for managing and storing multipart Certificate Revocation
Lists (CRL). This prevents On-Board Units, which have lim-
ited resources, from being overloaded with extensive revoking
information. When a vehicle requests authentication, the sys-
tem first checks the current CRL to make sure that the vehi-
cle’s credentials have not been revoked. Then the proposed
framework employs the Efficient Anonymous Authentication
Protocol (EAAP) [42] to facilitate anonymous authentication
of the vehicle. Additionally, to reduce communication over-
head and processing time, a multi-layer coded caching strategy
is introduced to efficiently distribute the minimum required bits
of CRLs. Security analysis demonstrates that the proposed sys-
tem meets the needs of privacy-preserving authentication and
retains data integrity. Moreover, simulation results show that
the proposed framework achieves an average processing time
of 3.13 milliseconds, which is at least 2 times better than the
compared proposals.

Apart from distributed CRLSs, another approach to decentral-
ized authentication is by employing Law Enforcement Author-
ity (LEA), as proposed in [43]. As illustrated in Fig. 3, the
proposed framework utilizes two separate authentication mech-
anisms. In the first mechanism, the TA issues multiple certifi-
cates to a vehicle, each containing a public key, an expiration
time, and an encrypted identity link that can only be decrypted
by the LEA. These multiple certificates are hashed, and the
hash value is stored on the blockchain in a Merkle Patricia Tree
(MPT) data structure. This data structure allows the receiver
of each message to verify the sender’s authenticity using the
Merkle proof. Thanks to the use of multiple certificates, only
the LEA can access and decrypt the identity link of the vehicles,

thus enabling anonymous authentication. These multiple cer-
tificates are combined together to form a block of transactions,
which is broadcasted to the RSUs for verification by employ-
ing the second authentication mechanism. In this mechanism,
ECDSA [27] is employed to facilitate digital signature genera-
tion and verification. After successfully verified, the block of
transactions is appended to the blockchain by the RSUs. Ad-
ditionally, the RSUs are employed to facilitate communications
between vehicles, RSUs, and the LEA and form a cohesive net-
work. Experiment results show that the proposed framework
can achieve a certificate issuance or revocation throughput of
over 180 transactions per second, an average latency of around
1.5 seconds, and distributed authentication by individual ve-
hicles within 1 millisecond. Moreover, for 10 million certifi-
cates, the average authentication communication overhead is
only 8.17KB.

In [44], the authors introduce an anonymous authentica-
tion protocol for VANET using Simulation-Extractable Zero-
Knowledge Succinct Non-interactive Arguments of Knowledge
(SE zk-SNARKSs) combined with blockchain technology. The
authentication process starts with the initialization phase, where
the LEA generates essential parameters that are made available
to all entities in the system. Simultaneously, Regional Certifi-
cate Authorities (RCAs) establish their unique keys, consist-
ing of secret and corresponding public keys. These RCA keys
are important for the system’s integrity, as they are used for
issuing and validating certificates for vehicles and RSUs. In
the registration phase, RSUs and vehicles are registered with
their respective RCAs and are issued credentials which are se-
curely stored on the blockchain. In the authentication phase,
these RCA-issued certificates are used to generate proofs for
vehicle messages via SE zk-SNARKSs. This process involves
dividing the proof statement into two distinct components: a
static part, which is computed once and securely stored on the
blockchain, ensuring immutability and reuse for future proofs;
and a dynamic part, uniquely generated for each authentication
instance using fresh random elements, thereby ensuring that
each message or transaction is authenticated with a specific and
current proof. Security analysis demonstrates that the proposed
approach satisfies authentication, anonymity, privacy preserva-
tion, and can mitigate MITM attacks. Additionally, perfor-
mance evaluation shows that the proposed scheme introduces
only 224 bytes communication overhead per authentication and
takes 0.73 milliseconds for proof generation. Moreover, the im-
pact of vehicle’s speed and density on authentication delay is
marginal, with the packet loss ratio being less than 0.09%.

To enable cross-domain authentication, in [45] the authors
propose a blockchain-based framework for VANETSs. This ap-
proach, namely BCGS, integrates blockchain technology and
an efficient group signature scheme to provide anonymous and
traceable cross-domain authentication. In particular, a modi-
fied secure group signature scheme based on the work in [46] is
proposed to enable authentication in a single domain and regis-
ter a temporary public key. This public key, verified by miners
on the blockchain network, is then stored for device authenti-
cation by utilizing lightweight smart contracts. Additionally, to
enhance efficiency, all smart contracts are designed to contain



only two atomic operations, i.e., read and write. Security anal-
ysis shows that the framework can resist various attacks such
as replay, MITM, birthday collisions, and hijacking attacks.
Simulation results show that the proposed system can achieve
a latency of 0.03 seconds when processing 400 authentication
queries across four domains. Moreover, it takes around 65 mil-
liseconds for the framework to sign a message and 200 millisec-
onds to verify a message, which is comparable to the state-of-
the-art approaches. Similarly, another cross-domain authenti-
cation framework is proposed in [47], where the authors pro-
pose an identity authentication architecture for VANETS based
on blockchain technology. It employs the InterPlanetary File
System (IPFS) [48] and smart contracts to enhance the man-
agement of certificates. Particularly, identity information sub-
mitted by the vehicle is verified by the TA, which then issues
a Verifiable Credential (VC) stored on the IPFS network. The
address of this VC file on the IPFS network and its hash are
stored on the blockchain. When a vehicle requests authentica-
tion, a verifier, e.g., an RSU or another vehicle, retrieves the
user’s public key from the IPFS address and uses it to verify the
digital signature on the VC. Additionally, the verifier checks the
VC’s integrity and authenticity by validating it against the in-
formation stored on the blockchain. Security analyses confirm
the framework’s resilience against replay, MITM, and privacy
attacks. Moreover, experiment results show that the total au-
thentication time is approximately 45.2 milliseconds.

In [49], the authors propose a novel blockchain-based mu-
tual authentication and session key agreement protocol, namely
B-HAS, to enable secure communication in VANETSs. In par-
ticular, a hierarchical blockchain architecture is introduced,
with auxiliary blockchains maintained by edge RSUs and a
parent blockchain maintained by base RSUs and Registration
Authority (RA), facilitating multi-vehicular domain authenti-
cation. The proposed protocol employs ECC and one-way hash
functions to achieve authentication between vehicles and RSUs
within the same region (intra-regional) as well as across regions
(inter-regional). During intra-regional communication, the ve-
hicle and edge RSU mutually authenticate each other by ver-
ifying message hashes before negotiating a session key. For
inter-regional handovers, edge RSUs communicate to share ve-
hicle authentication information over an authenticated chan-
nel. Performance evaluation clearly shows the efficiency of the
proposed protocol via its low communication and computation
overheads, i.e., 2144 bits and 106.44 ms for intra-vehicular, and
3616 bits and 211.92 for inter-vehicular. Another framework
that utilizes multiple blockchains is proposed in [50]. Partic-
ularly, the authors propose a dual blockchain architecture for
secure vehicle authentication and communication in VANET,
namely D-BLAC. D-BLAC utilizes two blockchains: a Regis-
tration Blockchain (RBC) for decentralized vehicle registration
using Proof-of-Authority consensus, and a Message Blockchain
(MBC) for efficient transmission of emergency messages us-
ing Proof-of-Position consensus. Upon registration, vehicles
receive a unique public-private key pair, which is stored on
the RBC. The RBC employs the Proof-of-Authority consen-
sus mechanism that utilizes RSUs as authority nodes to validate
and add vehicle registration to the RBC. In the MBC, an algo-

rithm is proposed for the storage and transmission of messages,
in which only critical emergency data is permanently retained
while other data is removed over time. This dual blockchain
structure enhances efficiency and security by separating authen-
tication and communication functions. Security analysis proves
that the proposed framework can resist various attacks includ-
ing replay, non-repudiation, modification, and impersonation.
Performance evaluation shows that compared to existing ap-
proaches, the proposed framework improves the computational
cost, throughput, transmission delay, and vehicle verification
rate by at least 12.9%, 33.9%, 35%, and 18.7%, respectively.

In [51], the authors propose a novel authentication scheme
for VANETSs using blockchain technology to address issues
such as the lack of transparency and vulnerabilities to attacks in
conventional VANETS authentication mechanisms. The frame-
work consists of three entities: vehicles, TAs, and RSUs. The
vehicles first register to the network by encrypting their data
using a combination of ECC and Advanced Encryption Stan-
dard (AES) [52]. This encrypted data is hashed using the Se-
cure Hash Algorithm-256 (SHA-256) [53], and then appended
to the blockchain by utilizing a special smart contracts func-
tion. When a vehicle requests authentication and sends its en-
crypted data, the TA verifies by generating the SHA-256 hash
for the received data and comparing it to the data stored on the
blockchain. The TA then issues digitally signed certificates for
authenticated vehicles by employing the Elliptic Curve Digi-
tal Signature Algorithm (ECDSA) [27], and stores them on the
blockchain. The role of the RSUs is to facilitate communication
by relaying authentication data between the TA and the vehi-
cles. Security analysis demonstrates the framework’s resilience
against insider, impersonation, and repudiation attacks.

3.2. Other Types of Vehicular Networks

Besides VANETS, blockchain technology has also been
leveraged for authentication in other types of vehicular net-
works such as Vehicle-to-Grid (V2G), vehicular networks with
roaming services, and smart transportation systems. For ex-
ample, in [54], the authors propose an efficient blockchain-
based authentication framework for energy trading applications
in V2G networks. In particular, a blockchain-based three-phase
process, which includes registration, searching, and authenti-
cation, was proposed for secure and anonymous transactions
between electric vehicles (EVs), charging stations (CSs), and
utility centers (UCs) in V2G networks. Additionally, to mini-
mize communication and computation overheads on resource-
constrained EVs, the lightweight Merkle Root Hash is em-
ployed in the mutual authentication mechanism. Moreover,
security analysis demonstrates the framework’s ability to mit-
igate impersonation, replay, and eavesdropping attacks, while
also highlighting effective privacy preservation. Experimental
results show that the proposed system outperforms existing ap-
proaches by at least 2.36 times in terms of computation and
communication costs. Similarly, a blockchain-based frame-
work is proposed in [55] for V2G networks. As illustrated
in Fig. 4, The proposed framework features an energy trading
scheme that leverages blockchain’s distributed ledger to vali-
date transactions, thus reducing intermediaries and enhancing
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Figure 4: Vehicle-to-Grid network with ECC-based authentication and schedul-
ing algorithm [55].

privacy and transparency. Particularly, EVs and CSs are mu-
tually authenticated in the network via the lightweight ECC.
Moreover, the framework utilized a CS scheduling algorithm
that selects the optimal station by minimizing EVs’ expected
waiting times, taking into account multiple factors such as driv-
ing distance, charging rates, energy cost, and real-time avail-
ability slots at nearby stations. Experimental results show that,
compared to state-of-the-art approaches, the proposed frame-
work can reduce the communication and computation over-
heads by at least 20.7% and 16.5%, respectively.

In [56], a novel decentralized authentication scheme for
roaming services in mobile vehicular networks based on
blockchain’s smart contracts is proposed. Specifically, the au-
thors employ smart contracts to build a distributed roaming pro-
tocol to facilitate user and access point registration, authenti-
cation, and revocation. Additionally, a space-efficient proba-
bilistic data structure, namely Bloom filter [57], is leveraged to
implement storage-limited smart contracts, thereby supporting
the efficient and secure revocation required for large-scale SG
mobile networks. Moreover, a billing scheme utilizing a se-
quence of hash values as proof of service provision is proposed
to prevent operators from conducting malicious actions. A de-
tailed security analysis shows the system’s resilience to modi-
fication, replay, and MITM attacks. Experimental results show
that the total authentication delay is roughly 460ms, the revo-
cation space is approximately 200 KB for 50000 revoked enti-
ties, and the roaming system’s failure probability is negligible
even when the node’s failure probability reaches approximately
90%. Another blockchain-based framework is proposed in [58],
which utilizes a certificated-based authentication scheme for
accident detection and notification in smart transportation sys-
tems. The proposed framework employs blockchain technology
to allow each vehicle in the network to securely send accident-
related transactions to the nearby Cluster Head, which relays
the transactions to the RSUs. Subsequently, these RSUs trans-
fer the transactions to the Edge Servers (ES), which are respon-
sible for combining and forwarding these transactions to the
Cloud Server for a complete block creation and addition to the
blockchain. Moreover, a formal security assessment using the

AVISPA tool [59] shows that the system is resilient against re-
play and MITM attacks. Experiment results show that the pro-
posed framework can reduce the computation and communica-
tion costs compared to those of state-of-the-art approaches by
at least 19% and 10%, respectively.

3.3. Summary

In this section, we discuss various blockchain-based ap-
proaches to authentication in different types of vehicular net-
works. As summarized in Table 1, most of the surveyed frame-
works aim to provide secure authentication for vehicular net-
works, with a strong focus on improving the authentication pro-
cess’ efficiency. To this end, the proposed approaches utilize
blockchain for decentralized and tamper-resistant authentica-
tion. Moreover, cryptographic methods such as ECC, ECDSA,
AES, and SHA-256 are leveraged for secure data handling.
Furthermore, new consensus mechanisms, authentication pro-
tocols, and hierarchical blockchain architectures are proposed
to reduce the authentication process’ communication and com-
putation overheads. While the discussed works demonstrate the
effectiveness of blockchain technology in addressing the chal-
lenges of authentication in vehicular networks, there are still
some open issues. For example, blockchain’s inherent scala-
bility issue coupled with the limited resources of vehicles and
infrastructure still poses a significant challenge in managing a
large volume of vehicles and transactions. However, most of
the discussed works do not implement experiments on a large
scale to evaluate the scalability of the proposed frameworks.
This is also an issue in evaluating the robustness of the pro-
posed approaches against the dynamic of vehicular networks
where vehicles frequently leave and join the networks.

4. Applications of Blockchain-based Authentication for In-
ternet of Things

The Internet-of-Things (IoT) refers to the interconnected net-
works of billions of physical devices, ranging from comput-
ers and smartphones to home appliances and sensors, enabling
these objects to connect and exchange data. With its huge scale
and distributed nature, providing effective authentication and
access control for IoT devices remains a significant challenge.
Particularly, the diverse nature and vast number of IoT de-
vices make traditional centralized authentication systems vul-
nerable to single point of failure and scalability issues. Ad-
ditionally, IoT environments face privacy concerns, as central-
ized systems often require the collection and storage of sen-
sitive data, making them attractive targets for attacks. More-
over, the heterogeneity of IoT devices, with varying capabil-
ities and standards, complicates the implementation of a uni-
fied authentication protocol, leading to potential security gaps
and interoperability challenges [60, 15, 14]. To address these
problems, blockchain has emerged as an effective solution, of-
fering a decentralized approach that eliminates the need for a
central authority, thereby reducing the risk of a single point of
failure. Additionally, blockchain technology enables decentral-
ized management of identities, facilitating privacy-preserving



Table 1: Summary of Blockchain-based Authentication Applications in Vehicular Networks

Ref. | Application areas Objectives

Approaches

[41] - Enhance certificate revocation processes

- Use blockchain to store CRL

- Utilize EAAP to facilitate anonymous authentication

- Employ coded caching to distribute minimum required bits
of CRLs

[43] - Enable decentralized authentication

- Utilize MPT structure to store certificates
- Employ ECDSA to facilitate digital signature generation
and verification

[44] - Provide decentralized authentication

- Leverage SE zk-SNARKSs to generate proofs for messages
- Use blockchain to store issued credientials

(45] - Enable anonymous cross-domain

- Utilize group signature scheme for single domain authentication

authentication - Use blockchain for cross-domain authentication
VANETSs e - -
. L - Utilize IPFS to store verifiable credentials
- Enable cross-domain authentication . . N
[47] - Enhance certificates management and storage - Use blockchain for cross-domain authentication
& & - Employ blockchain to store verifiable credentials’ IPFS addresses
[49] - Provide mutual authentication - Use ECC for intra-regional and inter-regional authentication
- Provide decentralized authentication - Propose Proof-of-Authentication RBC for authentication
[50] . o i, .
- Enable effective emergency communication - Propose Proof-of-Position MBC for emergency communication
- Utilize ECC and AES for authentication
. R - Leverage SHA-256 for enhanced security
[51] - Provide transparent and secured authentication | Employ ECDSA for certificate generation
- Use blockchain to store encrypted vehicle information
- Provide mutual authentication . - Use Merkle Root Hash to facilitate mutual authentication
[54] - Allow secure and anonymous transactions " .
. . - Leverage blockchain to enable anonymous transactions
. . between vehicles and the grid
Vehicle-to-Grid - - — -
- Provide lightweight authentication - Employ ECC for lightweight authentication mechanism
[55] - Develop a novel charging station scheduling algorithm

- Enable charging station scheduling

- Use blockchain to store and validate transactions

Roaming service
[56] | in mobile vehicular
network

- Provide distributed roaming protocol
- Enhance storage efficiency

- Leverage smart contract to facilitate roaming protocol
- Use space-efficient Bloom filter data structure

[58] | Smart transportation

- Enable accident detection and notification

- Use blockchain to facilitate secured accident-related transactions
in the network

authentication by allowing devices or trusted entities to verify
one’s identity without revealing sensitive information. This ap-
proach enhances security, maintains user privacy, and ensures
better scalability, adapting efficiently to the ever-growing and
evolving landscape of IoT devices [60, 10].

4.1. Industrial Internet of Things

With the emergence of IoT in various consumer and busi-
ness sectors, there has been an increasing demand to apply
the connectivity and data-driven insights of this technology
to industrial applications such as manufacturing and logistics.
This leads to the development of Industrial Internet-of-Things
(IIoT), which aims to revolutionize these sectors through en-
hanced efficiency, predictive maintenance, and real-time opera-
tional decision-making [61]. However, establishing a reliable
and secure authentication framework for IIoT is challenging
due to scalability needs in managing a vast array of devices,
the diversity of device capabilities, network security vulnera-
bilities, and physical security risks [61]. Blockchain technol-
ogy, with its decentralized, scalable, and tamper-proof nature,
offers a promising solution to these problems. For example, a
secure authentication and privacy-preserving blockchain frame-
work for IIoT is proposed in [62], which employs cryptography
for secure user authentication and machine learning for opti-
mal blockchain node selection. As illustrated in Fig. 5, a Tran-

sient key congruential generator-based ECC mechanism is de-
veloped to enable efficient user information encryption. Ad-
ditionally, blockchain nodes leverage ZKP to verify users be-
fore allowing access to the blockchain network. After granting
network access, the Approximation Fully Homomorphic En-
cryption Neural Network (AFHENN) is developed to recognize
known malicious behavior patterns of miner nodes via direct
training on encrypted data. Experiment results show that the
proposed framework achieves a packet delivery ratio of 88.98%
with an execution time of 7.509 milliseconds and a latency of
43.38 seconds. Another framework that utilized ZKP is pro-
posed in [63], namely BP-AKAA, where blockchain plays a key
role in enabling cross-domain authentication and key agreement
for IIoT device-to-device (D2D) communications. Particularly,
the framework utilizes non-interactive ZKP to protect device
identity privacy and leverages permissioned blockchain’s dis-
tribution and tamper-resistance to solve inter-domain trust is-
sues. Specifically, BP-AKAA utilizes two discrete-logarithm-
based NIZKP protocols for identity key generation and privacy-
preserving authentication. It also incorporates an attribute-
based encryption scheme to realize fine-grained access con-
trol. The proposed BP-AKAA scheme supports multiple criti-
cal functions, including cross-domain, privacy-preserving, mu-
tual authentication, attribute-based threshold access control,
and session key agreement, which are necessary for secure [loT



D2D data sharing. Security analysis proves that it can resist
various attacks such as MITM, RS corruption, and user-server
attacks. Moreover, simulation results show that the proposed
framework can significantly reduce computation, communica-
tion, and storage overheads compared to state-of-the-art ap-
proaches.

Apart from ZKP, Machine Learning (ML) techniques have
also been leveraged to develop blockchain-based authentica-
tion frameworks. Particularly, in [64], the authors develop a
novel authentication scheme based on Transfer Learning (TL)
and blockchain technology for IIoT applications. Specifically,
the proposed scheme employs a region-based dual blockchain
architecture. It features an inner blockchain for authenticat-
ing local users within each region and an outer blockchain for
cross-region authentication. Additionally, to enhance authen-
tication accuracy, region-specific user credits are introduced.
Each user is allocated two types of credits, i.e., local and cross-
region, based on their historical behavioral records. These cred-
its are then integrated into the Guiding Deep Deterministic Pol-
icy Gradient (G-DDPG), a high-accuracy deep reinforcement
learning algorithm, to train the local authentication model. Fur-
thermore, to reduce the training time, authentication models can
be transferred locally or cross-regionally via TL. Experiment
results show that the system throughput can reach up to 133
TPS, and the maximum latency is no more than 8s. Similarly,
in [65], the authors present two innovative blockchain-based
authentication schemes designed for IIoT devices, integrating
Machine Learning (ML) and Physical Unclonable Functions
(PUFs)[66] as key components. PUFs, in this context, lever-
age manufacturing variations in hardware to derive unique dig-
ital signatures for each device. The first scheme leverages
Static Random Access Memory (SRAM) PUFs, known for their
lightweight nature and compatibility with various devices, en-
abling decentralized authentication for IIoT devices. In this ap-
proach, each device locally stores its SRAM PUF Challenge-
Response Pairs (CRPs), while network nodes hold a subset of
CRP addresses. Through nodes verifying hashed responses, de-
vice authentication is achieved without the need for centralized
storage of CRPs. The second scheme employs Arbiter PUFs
in conjunction with ML techniques to construct authentication
models. A certificate authority collects CRPs from devices to
train machine learning models, which are then distributed to
nodes. Devices generate challenges from the blockchain, and
nodes produce predicted responses. Successful authentication
occurs if the Hamming distance between device and node re-
sponses falls below a predefined threshold. The authors for-
mally prove the security of these schemes against cloned de-
vice attacks, and experimental results demonstrate an accuracy
of over 99.9% in predicting 64-bit Arbiter PUF responses for
authentication.

4.2. Wireless Sensor Networks

Wireless Sensor Network (WSN) has emerged to address the
need for real-time data collection and monitoring in diverse
and often inaccessible environments. They are networks of dis-
tributed and autonomous sensor devices that wirelessly commu-
nicate to collect and transmit their data to a central location for
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Figure 5: Blockchain-enabled authentication scheme for IIoT [62].

analysis and monitoring. Although by leveraging wireless com-
munication technology WSN can effectively collect and mon-
itor data from distributed and remote areas, this approach also
poses significant challenges such as limited resources of sensor
nodes, data security and privacy concerns, signal interference,
and the need for robust and scalable authentication framework
to handle large amount of nodes efficiently [67]. To address
these challenges, blockchain technology can be leveraged to
build authentication frameworks for WSN, offering enhanced
security and privacy. For example, in [68] the authors propose
a hybrid blockchain-based identity authentication scheme for
WSNs. In this scheme, nodes in the WSN are divided based on
their capability into base stations, cluster heads, and ordinary
nodes to form a hierarchical network, as illustrated in Fig. 6. A
hybrid blockchain model comprised of local blockchains and a
public blockchain is developed to facilitate authentication. For
intra-cluster communication, a local blockchain is employed to
record nodes’ identity data after they are verified by the cluster
head. For inter-cluster and inter-WSN communication, a pub-
lic blockchain is employed. Additionally, ECDSA is utilized to
facilitate digital signature generation and verification. Security
analysis demonstrates the system’s resilience against multiple
attacks such as Sybil, spoofing, message substitution, replay,
MITM, and denial of service. However, the performance of the
system is not evaluated.

In [69] the authors introduce a decentralized authentication
protocol leveraging blockchain technology to validate sensor
nodes without a trusted third party. Particularly, the proposed
protocol stores sensor data in IPFS instead of centralized cloud
servers. Additionally, a blockchain-enabled public data audit-
ing mechanism is proposed to eliminate the dependence on
third-party auditors. Moreover, smart contracts facilitate au-
tomatic verification and accountability tracing sensor nodes’
activities, ensuring data integrity. Experimental results show
that the proposed protocol can reduce communication and com-
putation overheads by roughly 12.5% and 15.8%, respectively,
compared to those of baseline approaches. Another framework
that utilizes IPFS is introduced in [70], which is a blockchain-
based mutual authentication and session key agreement proto-



col for large-scale WSNs with multiple base stations. The pro-
tocol, namely BSAPM, utilizes smart contracts to register sen-
sor nodes and users and stores records on private blockchain
networks. It employs the IPFS protocol to distribute sensor
data storage. Moreover, BSAPM allows a user registered at
one base station to efficiently access data from any node regis-
tered at other stations. Security analyses using Scyther tool [71]
and Real-or-Random model demonstrate that BSAPM can re-
sist various attacks including impersonation, MITM, replay,
and insider attacks. Compared to state-of-the-art approaches,
BSAPM can reduce computation and communication costs by
up to 3.5 and 2 times, respectively.

In contrast to traditional blockchain structure, in [72] the au-
thors propose a blockchain-empowered authentication scheme
that utilizes the DAG structure [23] to address security chal-
lenges in WSN. Specifically, WSNs are vulnerable to attacks
where nodes can be physically interfered with and compro-
mised. To address this, the proposed framework, namely BAS,
leverages blockchain technology to securely store and manage
node identity information, facilitating trusted device authentica-
tion. Specifically, BAS introduces a Trust Relationship Graph
(TR-Graph) data structure to represent relationships between
valid sensor nodes. Sink nodes manage local TR-Graphs and
validate nodes in their network domain. Meanwhile, a DAG-
based blockchain connects all sink nodes, enabling consensus-
based sharing and maintenance of global identity data. Ad-
ditionally, the framework aims to prevent worm attacks [73]
through robust access control and rapid detection-triggered iso-
lation of infections. Experiment results show that the proposed
protocol effectively contains outbreaks, limiting infections to
only 20% of nodes, as opposed to 80% in other WSNs.

4.3. Smart Home Networks

Smart home networks have become increasingly significant
in modernizing residential environments by utilizing IoT tech-
nology for interconnected home automation systems. These
networks typically consist of various smart devices includ-
ing thermostats, lighting, security systems, and appliances, all
communicating wirelessly to create an automated and user-
responsive environment. While this technological integration
offers enhanced convenience, energy efficiency, and security,
it also introduces challenges such as the need for secure and
seamless connectivity and authentication among diverse de-
vices, protection of personal data privacy, and vulnerability to
cyber-attacks [74]. To address these issues, a novel blockchain-
based framework is presented in [75], where the authors de-
velop a novel blockchain-based mutual authentication system
for smart homes to provide traceability and privacy protection
of access control policy. Particularly, the proposed framework
utilizes Practical Byzantine Fault Tolerance (PBFT) [76] as the
consensus algorithm for the blockchain network. Additionally,
smart contracts are used to record authentication requests from
users and manage a revocation list. This revocation list is then
used in a lightweight group signature scheme [77] to anony-
mously authenticate group members. Moreover, all the trans-
actions in the system are encrypted using an elliptic curve in-
tegrated encryption scheme [78]. Experiment results show that
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the proposed approach can significantly reduce the computa-
tion and communication costs compared to those of a base-
line method. Another framework that employs smart contracts
is presented in [79], where the authors propose a decentral-
ized authentication scheme for smart homes based on private
blockchain technology and fog computing, aiming to address
security threats such as impersonation attacks and the reliance
on trusted third parties. To this end, the proposed framework
utilizes a private blockchain’s tamper-proof and decentralized
structure to improve security, whereas fog nodes are leveraged
to provide localized computing services for efficiency and scal-
ability. Particularly, the framework involves registering fog
nodes and devices on the blockchain, with devices assigned to
fog nodes. Users can then trigger smart contracts to obtain ac-
cess credentials on-chain and authenticate with fog nodes off-
chain via exchanged signed messages. Security analysis shows
that the proposed approach can ensure confidentiality and in-
tegrity, while being able to mitigate various attacks including
MITM, replay, and DoS attacks. Experiment results show that
the proposed approach can reduce the communication cost by
up to 3 times and the computation cost by up to 5 times com-
pared to most state-of-the-art approaches.

4.4. Smart Grid

Smart grids are electrical grids that utilize various devices
and sensors to dynamically react to changes across the grid.
However, the usage of those devices and sensors also brings
forth cybersecurity risks regarding the authentication of con-
nected devices and users [80]. To address those authentica-
tion risks, a blockchain-based authentication scheme is pro-
posed in [81]. The proposed scheme employs technologies such
as ECC, PUFs, and hash functions to enable mutual authen-
tication between smart meters and service providers. Particu-
larly, the scheme stores all smart grid data securely in a private
blockchain, with service providers responsible for verifying
and adding new blocks through the PBFT consensus algorithm.
Moreover, an experimental testbed is developed to evaluate the



proposed scheme. Detailed security analysis shows the scheme
is resilient against various attacks such as replay, MITM, im-
personation, and physical capture attacks. Formal verification
using the Scyther tool [71] confirms security against replay and
MITM attacks. Performance evaluation shows that the scheme
has significantly lower computational and communication over-
heads compared to related schemes, while providing additional
security features and functionality. Similarly, in [82], the au-
thors propose an authentication protocol for securing commu-
nication in a heterogeneous blockchain-based smart grid envi-
ronment. Particularly, AP-HBSG allows entities with certifi-
cateless public key cryptography (CL-PKC) and public key in-
frastructure (PKI) to mutually authenticate and establish ses-
sion keys. It eliminates single point of failure via a decen-
tralized blockchain architecture, where nodes reach the con-
sensus to access smart meter data. Additionally, a blind sig-
nature technique enables nodes to verify the source of mes-
sages. Moreover, AP-HBSG implements ECC to align with
smart meters’ limited computing capability. Security analysis
shows that the proposed protocol can mitigate modification at-
tacks and achieves perfect forward secrecy. Experiment results
show that compared to related schemes, AP-HBSG reduces au-
thentication computation cost by up to 76.5% and communica-
tion overhead by up to 67.9%.

4.5. Heterogeneous loT

Heterogeneous IoT represents a complex and multifaceted
ecosystem within the broader Internet-of-Things landscape,
characterized by a diverse array of devices, sensors, and sys-
tems with varying capabilities and specifications. This ecosys-
tem includes a wide range of technologies, from simple tem-
perature sensors to advanced computing devices, all intercon-
nected through various communication protocols and networks.
A critical challenge in this heterogeneous environment is ensur-
ing effective and secure authentication of each device within the
network. The heterogeneity of devices leads to varied security
requirements and vulnerabilities, making standardized authen-
tication protocols challenging to implement. Additionally, the
sheer volume of devices necessitates a scalable authentication
solution that can accommodate rapid expansions and modifica-
tions in the network [83]. To address these challenges, multi-
ple blockchain-enabled frameworks have been proposed. For
example, in [84], a hybrid centralized and decentralized au-
thentication architecture for heterogeneous [oT systems is pro-
posed. As illustrated in Fig. 7, to address the scalability issues,
the authors implement a dual-layered authentication structure,
combining an edge-based scheme, where edge servers store en-
crypted device information, with a blockchain network that val-
idates communications across multiple edge networks. To im-
prove network efficiency and responsiveness, lightweight sym-
metric and asymmetric encryption techniques are utilized with
the SPECK algorithm [85] and ECC, respectively. Experiment
results show that the proposed framework outperforms the cen-
tralized and decentralized approaches in terms of average pro-
cessing times by 19.6% and 20.5%, respectively. Moreover, the
proposed framework’s throughput is 27.6% and 27.4% higher,
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Figure 7: Blockchain-based authentication framework for heterogeneous IoT
framework [84].

while consuming 22% and 28% less energy compared to those
of the centralized and decentralized approaches, respectively.

Similarly, in [60] the authors develop a blockchain-based au-
thentication scheme to address the security vulnerabilities of
complicated heterogeneity IoT systems. The proposed scheme
combines blockchain technology and Modular Square Root
technique [86] is proposed. In the proposed scheme, the Mod-
ular Square Root technique [86] is utilized to ensure the se-
curity and efficiency of the authentication process, whereas
blockchain technology is used to enhance the security and scal-
ability of the system. Simulation results show that the proposed
framework has a computation time of 1.766 ms and a computa-
tion cost of 1888 bits, significantly lower than those of state-of-
the-art approaches.

4.6. Other IoT Networks

In [87], the authors develop a novel smart contract-based
authenticated key agreement scheme for loT-based agriculture
applications. The proposed framework aims to support both
D2D and device-to-gateway (D2G) mutual authentication in a
hybrid blockchain network. In particular, all communication
information such as trading transactions, chemicals, and fertil-
izers quality are encapsulated in blocks of encrypted and un-
encrypted data. Using smart contracts, these blocks are then
added to the blockchain which utilizes the PBFT consensus al-
gorithm [88]. Additionally, a detailed security analysis is con-
ducted using the AVISPA [59] tool. Simulation results show
that the proposed framework can achieve lower communication
overhead compared to baseline approaches.

In [89], the authors propose a hybrid blockchain-based iden-
tity authentication scheme for Mobile Crowd Sensing (MCS).
The framework, namely HBIA, utilizes a hybrid blockchain
model combining public and private chains to establish a bal-
ance between the transparency needs of blockchains and the
privacy requirements of MCS participants. Particularly, the
authentication process employs a hierarchical approach using
smart contracts: cluster head nodes undergo authentication on
the public chain, while participating nodes within each cluster
are authenticated on the private chains. To improve efficiency,
the ZKP algorithm is employed to enable privacy-preserving



off-chain computations of authentication-related tasks. Ad-
ditionally, the framework employs Zero-Knowledge Succinct
Non-interactive Arguments of Knowledge (ZK-SNARK) [90],
which generates cryptographic proofs for computations con-
ducted off-chain and send them back to the private chains,
thereby enabling smart contract-based on-chain verification.
Simulation results show that the proposed approach achieves
a 33% faster verification time compared to that of other ap-
proaches.

4.7. Summary

In this section, we discuss blockchain-based authentication
frameworks for different types of IoT networks. As summa-
rized in Table 2, most of the surveyed frameworks aim to en-
hance the security, privacy, and scalability of the authentica-
tion processes. To this end, the proposed approaches utilize
blockchain’s iherent characteristics to enhance the security and
transparency of the authentication processes. Moreover, mech-
anisms such as ZKP, smart contracts, and ML are leveraged
to improve privacy and automate various processes. While the
proposed frameworks can significantly improve the authentica-
tion process in IoT environments, as shown by the simulation
and experiment results, there are still some challenges that need
to be addressed. First, blockchain technology is still facing
serious scalability issues, which might be exacerbated by the
vast number of IoT devices. Moreover, interoperability might
become an issue for authentication as different IoT networks
(based on different blockchain networks) need to communi-
cate with each other. In addition, IoT devices often have lim-
ited computational capacity, which is not suitable for compute-
intensive blockchain consensus mechanisms such as PoW.

5. Applications of Blockchain-based Authentication for
Healthcare Systems

In recent years, the healthcare sector has been evolving
rapidly, integrating technology to improve patient care and op-
erational efficiency. These technological advancements have
transformed several key areas in healthcare. First, patient
identification has become more streamlined and accurate, us-
ing technologies including biometrics and smart ID cards.
Second, healthcare information management and administra-
tion have been revolutionized with Electronic Health Records
(EHR) and advanced data sharing and analysis. Third, the
provision of healthcare services has seen significant changes
with the adoption of telehealth, remote monitoring, and per-
sonalized medicine based on genetic information. However,
with the adoption of these technologies comes heightened con-
cerns. For example, ensuring the integrity and privacy of pa-
tient data has become a significant challenge, as digital sys-
tems are more susceptible to cyberattacks and unauthorized
access. Additionally, establishing a reliable authentication
framework for both patients and healthcare personnel is cru-
cial to maintaining the trust and security of the healthcare sys-
tem [17, 91, 92]. Blockchain technology, with its inherent de-
centralized nature, cryptographic mechanisms, and immutable
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ledgers, offers promising solutions to avoid single point of fail-
ure, prevent tampering and unauthorized access, and facilitate
efficient medical record sharing in healthcare data management
systems.

5.1. Patient Identification and Authentication

Patient identification and authentication have become critical
in the modern healthcare sector, aiming to ensure accuracy and
security across various healthcare systems. These systems are
developed to accurately identify patients and authenticate their
information, using technologies including biometrics, smart ID
cards, and EHR. While these technologies facilitate efficient
and precise patient identification and authentication, they also
present significant challenges such as maintaining the confiden-
tiality and integrity of patient data, protecting against unautho-
rized access, and creating a scalable and reliable framework for
handling large volumes of patient information [17, 91]. To over-
come these challenges, in [93] the authors introduce a novel
blockchain-based privacy-preserving biometric authentication
framework for healthcare applications. It enables anonymous
yet auditable patient authentication by storing encrypted bio-
metric templates in a Merkle tree off-chain, with only a com-
mitment to the Merkle root published on-chain. Moreover,
two specialized protocols are proposed for biometric matching
without expensive bilinear pairings. Particularly, using additive
ElGamal encryption [94] and ZKP, one protocol is developed
for set difference metrics on unordered feature sets, e.g., finger-
print, and the other is proposed for Euclidean distance metrics
on ordered feature vectors such as face biometrics. By trans-
forming the features into random elements in ZKP, brute force
attacks can be prevented. In the formal security analysis, the
proposed protocol is proven to resist password guessing, key
compromise impersonation, and replay attacks. Simulation re-
sults show that the proposed approach can significantly reduce
the computation costs for users and servers compared to a base-
line method.

Another framework that utilizes biometric data is introduced
in [95], where a novel patient authentication framework be-
tween an access point device and a database node using finger
vein (FV). Particularly, the framework consists of two stages.
First, a hybrid biometric pattern model is proposed, combin-
ing radio frequency identification and finger vein features for
increased randomization and security. Then, a combination of
encryption, blockchain, and steganography techniques is im-
plemented to secure the hybrid pattern model during transmis-
sion. Blockchain technology is then leveraged to transmit this
encrypted hybrid pattern, using hashing and chaining of data
blocks for integrity and availability. Steganography based on
a particle swarm optimization method is also proposed to con-
ceal the encrypted pattern in images for added confidentiality.
Security analysis shows that the framework is highly secure
against spoofing and brute force attacks. Performance evalu-
ation on 106 samples shows that the proposed approach can
achieve 97.9% accuracy.

Instead of relying solely on patient biometrics data, in [96]
the authors propose a multi-factor authentication manage-
ment protocol for Internet-of-Medical-Things applications us-



Table 2: Summary of Blockchain-based Authentication Applications in IoT Networks

Ref. | Application areas | Objectives Approaches
- Enable efficient user information - Use Transient key congruential generator-based ECC for information
[62] encryption encryption
- Provide secure authentication - Leverage ZKP for authentication
- Allow optimal blockchain node selection | - Develop AFHENN for node selection
- Leverage permissioned blockchain and NIZKP protocols for
(63] - Enable cross-domain authentication authentication
- Facilitate secured data sharing - Incorporate attribute-based encryption scheme for access control in
. data sharing
+——— Industrial IoT . = - . : :
ndustna - Employ dual blockchains to facilitate intra-regional and inter-regional
(64] - Enable cross-domain authentication authentication
- Enhance authentication accuracy - Use G-DDPG to improve authentication accuracy
- Leverage transfer learning to reduce training time
. .. . - Employ PUFs and manufacturing variation to generate unique digital
- Generate unique digital signatures _=mploy ulacturing van & umique Qg
[65] Facilitate authentication signatures
- Combine blockchain and machine learning for authentication
- Provide intra-cluster and inter-cluster - Leverage hierarchical blockchain architecture for intra-cluster and
[68] authentication inter-cluster authentication
- Facilitate digital signature management - Employ ECDSA to facilitate digital signature generation and verification
- Enable decentralized sensor data storage | - Utilize IPFS for distributed sensor storage
[69] . - Provide data auditing mechanism - Propose blockchain-based data auditing mechanism
Wireless Sensor .- .2 N . .
Networks - Facilitate authentication - Employ smart contracts for authentication and data verification
(70] - Provide distributed sensor data storage - Employ IPFS for distributed sensor storage
- Facilitate mutual authentication - Leverage private blockchain for mutual authentication
.. - Leverage DAG and TR-Graph data structure to facilitate authentication
- Enable secured authentication .. . . . . .
[72] - Utilize robust access control and rapid detection-triggered isolation
- Prevent worm attacks . .
of infections
- Employ group signature scheme for anonymous authentication
- Facilitate mutual authentication - Leverage PBFT-based blockchain’s smart contract to record
[75] | Smart Home - Provide traceability and privacy authentication requests
Networks protection access control - Utilize elliptic curve integrated encryption scheme to enable data privacy
protection
[79] - Enable decentralized authentication - Employ blockchain’s smart contract to facilitate authentication
- Provide mutual authentication between . . .- ..
[81] X R - Utilize PBFT-based blockchain to facilitate mutual authentication
smart meters and service providers
Smart Grid - Facilitate mutual authentication in smart
82] grid environment - Leverage CL-PKC and PKI for mutual authentication
- Enhance efficiency for smart meters with | - Utilize ECC for efficient encryption
limited computing capacity
o A - Develop a dual-layered authentication structure with edge servers and
- Enable scalable authentication v p ” Y 4 ueture w g v
[84] Improve network efficiency and blockchain network
proy y - Employ lightweight SPECK algorithm and ECC to enhance efficiency
responsiveness >
Heterogeneous IoT and responsiveness
- Provide secured, scalable and efficient .. . .. .
[60] B . - Utilize blockchain and Modular Square Root to facilitate authentication
authentication
Agriculture - Enable authenticated mutual ke . .
[87] g y - Employ PBFT-based blockchain’s smart contract for authentication
IoT Network agreement scheme
(89] Mobile Crowd - Allow privacy preserving and transparent | - Utilize dual blockchain for intra-cluster and inter-cluster authentication
Sensing authentication for MCS participants - Employ ZK-SNARK to generate proofs for off-chain computation

ing blockchain technology. As illustrated in Fig. 8, the protocol
adopts a three-factor authentication method, comprising pass-
word, biometrics, and smart card factors, to ensure secure user
login. It introduces a blockchain to decentralize identity storage
and message verification. The protocol also leverages Cheby-
shev chaotic maps [97] to protect the authentication process and
negotiation of session keys. Additionally, the framework em-
ploys a TA to register nodes in the network, as well as to verify
and append identity information to the blockchain. Moreover,
a gateway node is utilized to handle authentication between en-
tities and facilitate data forwarding and management. Through

formal security analysis, the protocol is proven to achieve user
anonymity and resistance against various attacks such as imper-
sonation, MITM, and session key disclosure. Performance eval-
uation shows that compared to baseline approaches, the proto-
col can reduce computation, communication, and storage over-
heads by up to 28.5%, 48.4%, and 46.4%, respectively.

In [98] the authors propose a blockchain-based framework
for patient referrals in healthcare networks. Specifically, the
proposed scheme enables a Primary Health Center to mutu-
ally authenticate a patient to a referred hospital without re-
quiring the patient to register with multiple providers. More-
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Figure 8: Blockchain-based authentication framework healthcare patient iden-
tification system [96].

over, ECC is utilized to achieve quick credential verification,
patient anonymity, secure secret key management, and session
key agreement with perfect forward secrecy. Security analysis
shows that the proposed framework meets all specified require-
ments including mutual authentication, patient anonymity, se-
cure secret key management, and prevention of insider and re-
play attacks. Moreover, performance analysis shows that the
proposed framework has lower computation costs than most
other multi-party authentication schemes, with an estimated
authentication execution time of 0.58 milliseconds. Another
framework that employs ECC is presented in [99], where the
authors utilize blockchain technology to develop a scalable and
lightweight group authentication framework for a fog-based In-
ternet of Medical Things (IoMT) system, aiming at providing
remote monitoring service for patients. Particularly, this frame-
work employs a global blockchain for node identification and
registration, complemented by multiple local blockchains ded-
icated to authenticating devices within their respective fog ar-
eas. Additionally, to reduce communication and computation
overhead, ECC and Shamir’s secret sharing algorithm [100] are
integrated. Security analysis using the AVISPA tool [59] con-
firms the framework’s resilience against various authentication-
related attacks. Simulation results show that the framework can
process on average 400 transactions per second with 0.5 second
latency.

Besides remote monitoring of patients, blockchain tech-
nology can also be leveraged for authentication in telehealth
services.  For example, in [101] the authors propose a
blockchain-based distributed architecture and mutual authenti-
cation scheme, namely BIOMTAKE, for telehealth services pro-
vision. The proposed architecture utilizes Hyperledger Fabric
to establish a decentralized blockchain network across hospi-
tals and employs fog servers as blockchain peers. This elimi-
nates dependency on a single trusted authority by distributing
access control and data storage. Additionally, BIOMTAKE also
enables mutual authentication between IoMT devices and data
collector nodes using lightweight cryptographic techniques in-
cluding ECC and hashing algorithms. Moreover, it establishes
a common secret session key for secure communication. The
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scheme aims to prevent security attacks such as impersonation,
MITM attacks, and replay attacks by dynamically generating
authentication parameters and validating message freshness.
Formal security analysis proves that BIOMTAKE can prevent
session key compromise. Performance evaluation shows that
compared to baseline approaches, BIOMTAKE can reduce the
computational and communication overheads by at least 14.8%
and 43.5%, respectively.

The authors in [102] take a different approach by utilizing
bioacoustics finger signal to propose a novel framework that
employs blockchain technology to build a decentralized au-
thentication system for user authentication in telemedicine in-
formation systems. Particularly, a light-weighted cryptogra-
phy algorithm is developed to extract and secure unique fin-
ger features. The bioacoustics finger signal is then acquired
and pre-processed to extract distinguishable features such as ve-
locity, and acceleration. Next, the algorithm generates crypto-
graphic keys to encrypt these features and uses an asymmetric
verification process for resolving user identities. It also em-
ploys a caching technique to improve authentication speed. Ex-
periment results show that the proposed algorithm can signif-
icantly reduce the decryption speed compared to that of other
approaches.

5.2. Healthcare Information Management

Healthcare information management has evolved to meet
the complex demands of modern healthcare delivery, focus-
ing on the efficient and accurate handling of vast amounts of
health-related data. This field encompasses the collection, stor-
age, retrieval, and use of healthcare information, facilitated by
technologies such as EHR, data analytics, and cloud comput-
ing. While these advancements have significantly improved
the management and accessibility of health data, they also in-
troduce challenges such as ensuring data security and privacy,
protecting against unauthorized access, and maintaining data
integrity across multiple platforms and systems [17, 91, 92].
To address these issues, the authors in [103] utilize blockchain
technology to develop a secure EHR management system, in-
tegrating data sanitization and polynomial interpolation tech-
niques for encryption. In particular, the framework employs a
blockchain structure to securely share patient health data with
high verifiability. Two key mechanisms are then proposed for
privacy preservation. First, an algorithm based on Penguins
Search Optimization Algorithm [104] is developed to generate
optimal keys for data sanitization. Second, polynomial interpo-
lation with a Merkle tree blockchain is implemented for addi-
tional cryptographic security. Experiment results show that the
proposed framework can reduce authentication time by 57.25%
and memory usage by 42.85% compared to existing techniques.

In [105], the authors propose a blockchain architecture to en-
able patient tokenization for secure and decentralized health in-
formation exchange. It employs non-fungible tokens (NFTs)
as unique patient identifiers, linking records across healthcare
sites while preserving privacy. Moreover, self-sovereign iden-
tity mechanisms allow patients to control NFT access permis-
sions. The system has four key components: NFT creation and
biometric linkage; connecting patient IDs to NFTs across sites;



patient authentication for NFT access control; and HIE pro-
cesses utilizing NFT verification. Additionally, it implements
encryption, hashing, and ZKP to enhance the system’s secu-
rity. Experiments with 3 million transactions demonstrate the
framework’s feasibility, with average validation times of 1.17s.

5.3. Summary

In this section, we discuss the key role of blockchain in
the authentication processes of various types of networks in
the healthcare sector. As summarized in Table 3, for pa-
tient identification and authentication, blockchain offers a so-
lution to enhance security and privacy in biometric authenti-
cation by storing sensitive biometric data off-chain and link-
ing them with on-chain hash pointers. For healthcare infor-
mation management, blockchain is employed to improve EHR
management system’s security, whereas blockchain tokens can
be utilized for health information exchange. In healthcare
service provision, blockchain is leveraged to achieve mutual
authentication, patient anonymity, and secure data manage-
ment. Although the effectiveness of the proposed frameworks
is clearly demonstrated, there are still several challenges. First,
blockchain’s limited interoperability might become a serious is-
sue in the healthcare sector, as different hospitals might employ
blockchain networks with different architectures and protocols.
Consequently, the exchange of information, e.g., patient data,
might be difficult and inefficient. Moreover, blockchain’s inher-
ent transparency might expose patients’ sensitive data, causing
serious privacy concerns. Although off-chain storage can par-
tially circumvent this issue, these storage sites might become
targets for attacks, which necessitate additional defense mech-
anisms.

6. Applications of Blockchain-based Authentication for
Distributed Computing Systems

Distributed computing, where computing tasks are divided
across multiple nodes rather than confined to a single sys-
tem, significantly enhances computational efficiency and en-
ables complex scalable problem-solving. This decentralized
approach, while facilitating greater flexibility and resilience, in-
herently introduces issues such as ensuring security and main-
taining consistent system-wide protocols. Additionally, there is
also the challenge of reliable and privacy-preserving authen-
tication, since such a dispersed and dynamic environment is
vulnerable to unauthorized access and cyberattacks [106, 107].
Blockchain technology can address these challenges by lever-
aging its decentralized ledger, providing a secure and trans-
parent mechanism for maintaining data consistency, enhancing
network security, and ensuring reliable authentication.

6.1. Cloud Computing

Cloud computing has dramatically transformed digital re-
source management by leveraging remote, internet-based data
centers to offer scalable and on-demand computing services.
However, the shift to cloud computing also introduces chal-
lenges such as ensuring optimal network latency for good user
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experience in off-premise setups and maintaining robust sys-
tem security in a multi-tenant environment. In particular, the
problem of managing digital identities and access controls in
large-scale systems requires a reliable authentication frame-
work [108]. Many frameworks have employed blockchain tech-
nology as a solution to these challenges. For example, in [109]
the authors introduce a novel protocol that integrates blockchain
technology with advanced cryptographic mechanisms to en-
hance user authentication in cloud services. Particularly, tra-
ditional anonymous authentication solutions often compromise
either user privacy or incur significant overhead. The proposed
protocol is designed to overcome these limitations by utilizing
blockchain technology. It employs bilinear pairing, partial au-
thentication factors, dynamic credits, and fake public keys to
facilitate anonymous mutual authentication between users and
cloud service providers. Additionally, it integrates ring signa-
tures with blockchain to ensure two-level accountability, while
preserving user privacy. Simulation results show that the pro-
posed protocol achieves lower communication and computation
costs compared to several baseline approaches. Similarly, in
[110], the authors present a novel framework to manage ac-
cess control and protect sensitive data in cloud computing en-
vironments. The central idea revolves around overcoming the
vulnerabilities of centralized access control mechanisms, which
are susceptible to tampering and data leaks by attackers or in-
ternal cloud managers. Particularly, the proposed framework
utilizes account addresses of blockchain nodes as the identity.
Moreover, access control, authorization, and authorization re-
vocation processes are carefully designed to ensure that per-
missions are encrypted and securely stored on the blockchain.
Simulation results show that the proposed approach can signif-
icantly reduce access control latency compared to traditional
access control approaches.

Different from [110] and [109], the authors in [111] and
[112] focus on mobile cloud computing environments. Par-
ticularly, a novel framework to enhance the security and trust-
worthiness of mobile cloud computing resources is proposed in
[111]. The framework is specifically designed to address the
limitations of mobile devices, such as limited computing power
and storage capacity, by leveraging mobile resource manage-
ment without a cloud server. To this end, the framework em-
ploys blockchain technology to establish trust in the resource
information of participating mobile devices. Particularly, the
blockchain is constructed using mobile resource information,
with the master node initially creating the first block. When a
new client node attempts to connect, it generates a block, shares
it with connected devices, and undergoes authentication. If the
authentication by 51% or more connected devices is success-
ful, the new block is appended to the blockchain. This process
is repeated for each new client added to the system. Simu-
lation results show that the proposed framework can mitigate
MITM attacks. However, there is no performance compari-
son with related approaches. In [112], the authors propose a
blockchain-based unified authentication and hierarchical access
control scheme for the mobile cloud computing environment to
address privacy concerns related to users’ access permissions
and identities. Particularly, it employs the Pedersen commit-



Table 3: Summary of Blockchain-based Authentication Applications in Healthcare

Ref. | Application areas Objectives Approaches
. . . . - Utilize ElGamal encryption and ZKP for biometric matching

(931 - Enable auditable biometric authentication | _ Employ blockchain for storing a commitment of Merkle root
- Propose a hybrid biometric pattern comprised of radio frequency
and finger vein features

[95] - Provide biometric patient authentication - Utilize blockchain for biometric pattern transmission and storage
- Propose steganography based on particle swarm optimization for
pattern concealment
- Employ blockchain for identity storage and message verification

[96] - Facilitate multi-factor authentication - Leverage Chebyshev chaotic maps for authentication process
protection and session keys negotiation

[98] Patient identification - Provide authentication for patient referrals | - Leverage ECC for quick and secure authentication

and authentication - Facilitate group authentication for - Use blockchain for node identification and registration
[99] fog-based IoMT system - Employ ECC and Shamir to reduce communication and
- Enhance system efficiency computation overhead

- Utilize ECC and hashing algorithms for authentication

[101] - Allow decentralized mutual authentication | - Leverage blockchain to build a decentralized network across
multiple hospitals
- Develop a lightweight cryptography algorithm to extract and

[102] - Facilitate decentralized authentication secure unique finger features
- Employ caching technique to improve authentication speed
- Use blockchain for patient data sharing
- Employ Penguins Search Optimization Algorithm for data

[103] - Develop secure EHR management system | sanitization

Healthcare information - Implement polynomial interpolation with a Merkle tree

blockchain for additional security

[105] - Enable secured decentralized health - Employ NFT as patient identifiers

information exchange - Utilize ZKP to enhance security

ments scheme [113] to conceal specific access permissions on
the public ledger, achieving privacy protection while still sup-
porting auditability for service providers. Additionally, the pro-
posed scheme enables single registration for accessing multiple
services with different permissions using one credential stored
on the blockchain. Simulation results show that the proposed
scheme outperforms related approaches in terms of communi-
cation cost by up to 2.7 times and computation overhead by up
to 2.3 times.

6.2. Edge Computing

In contrast to cloud computing, which relies on more cen-
tralized data processing, edge computing positions data pro-
cessing closer to the data source. While this proximity effec-
tively reduces network latency, it also brings forth challenges
such as managing heterogeneity of edge devices, maintaining
network security, and ensuring users privacy as well as data in-
tegrity in a complex environment of a vast amount of physi-
cal entities. Specifically, developing a reliable authentication
framework for both edge devices and end-users is critical in
implementing edge computing at large scale [106, 107]. Multi-
ple blockchain frameworks have been utilized to address these
issues, such as the proposed group-authentication framework
for Vehicular Edge Computing (VEC) applications in [114].
Particularly, the framework employs secret sharing and a dy-
namic proxy mechanism for decentralized identification. Sub-
authentication results are combined through a blockchain-based
trust management system, facilitating collaborative authentica-
tion among vehicles. Additionally, vehicles with a high reputa-
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tion (achieved through contributions to the authentication pro-
cesses) can be elected as miners to create new blocks. Secu-
rity analysis shows that the framework is secure against replay,
MITM, tamper, and collusion attacks. Moreover, simulation re-
sults show that the proposed framework’s execution time scales
linearly with the increasing number of involved vehicles. How-
ever, the performance is not compared with related approaches.

Apart from secret sharing schemes, ECC has been em-
ployed to implement blockchain-empowered authentication
frameworks. For example, in [106] the authors propose a
distributed and trusted authentication system combining edge
computing and blockchain to achieve efficient authentication
and information sharing among different IoT platforms. Par-
ticularly, the system consists of three layers: the physical net-
work layer with IoT devices, the blockchain edge layer with
resolution and cache nodes providing edge authentication ser-
vices, and the blockchain network layer storing authentication
logs. An optimized PBFT consensus algorithm is designed for
the blockchain to ensure data integrity and traceability. More-
over, a distributed authentication mechanism leveraging dy-
namic name resolution and ECC is introduced, which preserves
identity confidentiality and communication security. Further-
more, a caching strategy based on the Belief Propagation algo-
rithm [115] is designed to minimize content download latency
by over 6% to 12% compared to traditional caching approaches.
The system guarantees trusted authentication and conditional
privacy while achieving efficient edge services and storage.
Simulation results demonstrate the feasibility of the authenti-
cation mechanism with an average latency of 50ms and 14%



higher hit ratio performance compared to a baseline method.
Similarly, in [116] the authors propose a trusted blockchain
system for securing edge-based 5G networks. To enable effi-
cient identification, authentication, and addressing of edge de-
vices, the framework utilizes a permissioned blockchain with
validator nodes, edge devices, and distributed ledgers. Particu-
larly, Validator nodes distribute unique public-private key pairs
to all edge devices during registration. When a device sends a
message, it uses its private key to sign the message using the
ECDSA [27]. Then, validator nodes verify the sender’s iden-
tity using the corresponding public key and the ECDSA. This
ensures that every message is authenticated and its integrity is
maintained. Additionally, all transactions and key pairs are se-
curely recorded on the blockchain’s distributed ledgers, provid-
ing a traceable and secure communication environment. Secu-
rity demonstrates the network’s resilience against MITM, side-
channel, and key search attacks. Performance analysis shows
that for a network of 150 nodes and 500 nodes, the average au-
thentication time is 14 milliseconds and 265 milliseconds, re-
spectively. Another framework that utilized ECC is presented
in [117], where the authors propose a blockchain-based mutual
authentication scheme between IoT devices and edge servers in
a collaborative edge computing environment. It integrates cer-
tificateless cryptography, ECC, and pseudonym-based cryptog-
raphy to provide anonymity and confidentiality while authenti-
cating devices and servers. Specifically, it considers both static
and dynamic conditions for IoT devices, designing authentica-
tion protocols for intra-edge and inter-edge scenarios to ensure
continuity of service. Additionally, a key generation scheme
is presented, with the cloud’s key generation center producing
partial private keys for edge servers and IoT devices generat-
ing their own key pairs. In addition, a session key negotiation
mechanism based on ECC is proposed. Security analysis shows
that the proposed scheme can mitigate various attacks including
Sybil, replay, and MITM. Moreover, performance evaluation
demonstrates linear scalability in registration and authentica-
tion operations as the number of devices increases.

To improve authentication efficiency, a modified ECC with-
out the computationally intensive bilinear pairings technique
can be employed. For example, in [118] the authors introduce
a blockchain-based conditional privacy-preserving authentica-
tion scheme for edge computing services to enable secure com-
munications between mobile users and edge servers. Partic-
ularly, the proposed scheme leverages blockchain technology
to store and manage user dynamic pseudonyms and public keys
through smart contracts, facilitating flexible user revocation and
authentication. Dynamic pseudonyms are assigned to the users
in the registering phase and updated periodically to ensure user
privacy on the network. Additionally, by leveraging dynamic
pseudonyms, conditional traceability is achieved, allowing the
authority to decrypt the user’s encrypted real identity stored on
the blockchain to track misbehaving users. To further enhance
the efficiency of the system, a modified ECC without bilinear
pairings is employed to encrypt user pseudonyms and public
keys stored on the blockchain. Furthermore, multiple authenti-
cation factors, namely passwords, biometrics, and smart cards,
are all used to encrypt the user’s private key, which can only be
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decrypted with all factors presented. Security analysis shows
that the proposed protocol can prevent common attacks such as
password guessing, key compromise impersonation, and replay
attack. Experiment results show that the proposed approach
outperforms related schemes by at least 5.5% in terms of com-
munication costs.

To enhance security, a multi-factor authentication framework
is introduced in [119]. Particularly, the authors propose a
blockchain-based decentralized authentication scheme for edge
and IoT environments to address security and reliability issues
with traditional centralized authentication approaches. The pro-
posed scheme leverages edge devices to form blockchain net-
work nodes. These nodes participate in an improved PBFT pro-
tocol that requires agreement from at least 10 nodes to reach the
consensus. The scheme supports various authentication meth-
ods including password, certificate, biometric, and token-based.
Key objectives are to avoid single point of failure, prevent at-
tacks on central authorities, and enable collaborative authen-
tication across decentralized nodes. Performance evaluation
shows average authentication times of 2.24s, 2.31s, and 2.40s
for 4, 6, and 8 peers respectively.

6.3. Distributed Machine Learning

Distributed machine learning has become increasingly
prominent, enabling complex Al tasks to be processed effi-
ciently across multiple machines or nodes. By leveraging the
combined computational power of the whole network, this ap-
proach not only accelerates the learning process but also han-
dles larger datasets more effectively than traditional centralized
machine learning models. However, one of the main challenges
in distributed machine learning is ensuring data consistency and
model synchronization across different nodes. With the height-
ened risk of cyberattacks and data tampering in distributed en-
vironments, establishing a reliable authentication framework is
essential for the security and integrity of the distributed ma-
chine learning process [120]. Blockchain-based authentication
schemes can provide solutions for these challenges. For exam-
ple, in [121] the authors introduce a secure and efficient au-
thentication framework for distributed learning systems. The
proposed framework employs certificateless cryptography to
address security challenges such as impersonation and data
privacy breaches in distributed environments. It ensures mu-
tual authentication and secure session key agreement while
maintaining user anonymity and untraceability. Moreover, the
framework utilizes ECC to enhance computational efficiency
and make it suitable for resource-constrained systems. Security
analysis shows that the scheme can mitigate replay and imper-
sonation attacks, as well as ephemeral key leakage. Experiment
results show that the proposed scheme can significantly reduce
the authentication execution time compared to various baseline
approaches.

In [122], the authors develop a lightweight authentication
scheme for a blockchain-enabled federated learning system.
Particularly, the proposed framework utilizes consensus com-
mittee groups based on contributions as the consensus algo-
rithm. These committee groups subsequently employ the ZKP
protocol to authenticate the participating nodes. Furthermore,



to prevent data leakage, a local training method based on dif-
ferential privacy is developed. Additionally, a novel adap-
tive model aggregation algorithm, which considers both model
quality and node contribution, is introduced to improve the ac-
curacy of the global model. Experiment results demonstrate the
classification accuracy of the proposed approach. Nevertheless,
the efficiency of the authentication process is not evaluated. An-
other blockchain-based federated learning framework is pre-
sented in [123], where the authors present a framework that
combines blockchain technology with federated learning for the
Internet-of-Health Things (IoHT) networks. This framework
leverages a blockchain network for secure, transparent manage-
ment of IoHT devices, ensuring data integrity and provenance.
Moreover, by integrating federated learning, the framework en-
ables collaborative model training across distributed IoHT de-
vices without sharing sensitive health data, thus preserving pa-
tient confidentiality. Additionally, the framework incorporates
advanced security protocols, such as differential privacy and
homomorphic encryption, to enhance data protection during
model training. While simulation results demonstrate the ef-
fectiveness of federated learning, the authentication process is
not evaluated.

Another approach for secure authentication in federated
learning systems is by utilizing blockchain’s smart contracts.
Particularly, in [124] the authors introduce a novel framework
combining blockchain technology with federated learning to
enhance the security and accountability in distributed learning
systems. The proposed framework employs smart contracts
to create a verifiable and auditable environment for federated
learning processes. Specifically, the framework employs multi-
ple entities including participants, workers, a blockchain-based
committee, and users. Participants contribute local data training
and receive contribution-based rewards, while workers process
transactions related to model updates for verification and audit.
The blockchain-based committee oversees model aggregation
operations using the learning smart contract, and the record-
ing of verification proofs in the blockchain using the verifying
smart contract. Moreover, the users can publish model requests
and receive the well-trained model utilizing a trading contract.
Additionally, an effective committee selection scheme and a
novel authenticated data structure are employed to ensure the
integrity and transparency of model training across a distributed
network. Simulation results show that the authentication execu-
tion time scales linearly with the increasing number of partic-
ipants. Similarly, in [125] the authors present a blockchain-
based framework to enhance the security, verifiability, and ef-
ficiency of federated learning systems. Particularly, the pro-
posed framework combines bilinear mapping and blockchain
technology for federated learning among UAVs from different
domains. Key Generation Centers are introduced to generate
public-private key pairs for each domain, and domains nego-
tiate and deploy authentication and updating contracts on the
blockchain before collaborative learning. The process involves
local and global registration, local model updates, authentica-
tion, and global model updates. UAVs participate by regis-
tering, updating local models, undergoing authentication, and
contributing to global model updates. The framework authen-
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Figure 9: Blockchain-based authentication framework for distributed machine
learning [124].

ticates UAVs through blockchain transactions, authentication
contracts, and collaborative model updates. Security analysis
shows that the proposed framework can mitigate various attacks
including DDoS, poisoning, membership inference, and recon-
struction attacks. Simulation results show that the proposed ap-
proach can reduce the communication cost by up to 2.5 times
compared to state-of-the-art approaches.

6.4. Summary

In this section, we discuss the key role of blockchain in
the authentication processes in several distributed computing
systems including cloud computing, edge computing, and dis-
tributed learning. As summarized in Table 4, blockchain is uti-
lized in cloud computing to enhance security by managing dig-
ital identities and access controls in a transparent and secure
manner. Moreover, it is utilized to improve user authentication
in cloud services, introducing protocols that ensure anonymity
and confidentiality. Similarly, in edge computing, blockchain
technology ensures trust in resource information of participat-
ing devices, preventing data tampering. For distributed ma-
chine learning, blockchain plays a key role in ensuring data
consistency, model synchronization, and accountability across
multiple nodes, thereby addressing cybersecurity concerns and
enhancing the reliability of the distributed learning processes.
Nevertheless, similar to other areas, there are some open is-
sues of blockchain-based authentication in distributed comput-
ing environments. First, employing blockchain as an additional
layer of security further burdens the distributed computing sys-
tems, which already have high overheads and limited spare re-
sources from the computing processes. Second, these systems
often consist of many different types of devices, which aggra-
vates blockchain’s interoperability issues.



Table 4: Summary of Blockchain-based Authentication Applications in Distributed Computing Systems

Ref. | Application areas Objectives Approaches
- Enhance user authentication in - Employ b111nf.:ar pairing and fake public keys to facilitate anonymous
[109] . mutual authentication
cloud services . . . . -
- Integrate ring signature with blockchain to ensure two-level accountability
) Manage aceess control in cloud - Leverage blockchain account addresses as identity
[110] computing environments . ..
. . - Employ blockchain for secured permissions storage
Cloud computing - Protect sensitive data
- Enabl li henticati . . S
[111] . nab? decentralized au thentication - Use blockchain to construct a decentralized authentication protocol
in mobile cloud computing
- Facilitate authentication and - Leverage Pedersen commitments scheme to conceal specific access
[112] hierarchical access control in permissions
mobile cloud computing - Employ blockchain for credentials torage
[114] - Allow decentralized group - Employ secret sharing and dynamic proxy mechanism for identification
authentication - Use blockchain technology to build a trust management system
- Utilize PBFT-based blockchain for storing authentication logs
~ Provide efficient authentication and - Levergge ECC and dynamlc name resolution to develop distributed
[106] information sharin authentication mechanism
S - Employ Belief Propagation algorithm to minimize content download
latency
[116] - Enable authentication - Use a permissioned blockchain for transactions and key pairs record
Edge computing and identification of edge devices - Utilize ECDSA for message signing and authentication
- Integrate certificateless cryptography and pseudonym-based cryptography
- Facilitate mutual authentication in for authentication
[117] . . . .
collaborative edge computing - Introduce a key generation scheme to generate key pairs
- Employ ECC for session key negotiation
- Leverage blockchain and smart contract to store and manage user dynamic
- Allow conditional privacy-preserving | pseudonyms and public keys
[118] L . o .
authentication - Employ ECC without bilinear pairing to encrypt user pseudonyms
- Use multiple authentication factors to enhance security
- Provid Iti-factor decentralized . . L
[119] rovice mutti-tactor decentratize - Employ PBFT-based blockchain for multi-factor authentication
authentication
- Enable secure and efficient - Leverage certificateless cryptography to address security challenges
[121] L . :
authentication - Employ ECC to enhance computational efficiency
o . . L - Utilize ZKP for nodes authentication
- Facilitate lightweight authentication . . . ..
[122] . - Employ differential privacy to develop a local training method
for federated learning . . .
- Propose a adaptive model aggregation algorithm
- Enhance data privacy and integrity - Leverage differential privacy and homomorphic encryption to enhance data
[123] L . in federated learning protection
Dlstr%buted machine | _ Facilitate secure data management - Use blockchain for secure and transparent data management
learning - - .
- Employ multiple smart contracts to create verifiable and auditable
[124] - Enhance security and accountability federated learning environment
in federated learning - Utilize blockchain for transactions and models storage
- Propose a committee selection scheme to ensure security in the network
- Improve security and verifiability in - Employ bilinear mapping and introduce Key Generation Centers to
[125] federated learning generate key pairs
- Facilitate decentralized authentication | - Utilize blockchain for authentication and transaction recording

7. Other Emerging Application Areas

7.1. Wireless Networking

Authentication challenges in wireless networks, incorporat-
ing advanced technologies such as 5G, 6G, and satellite com-
munication, stem from the need for robust security protocols to
protect against unauthorized access, ensure data integrity, and
establish trust in a dynamic and heterogeneous network envi-
ronment. To address those challenges, blockchain can be an
effective solution. In [126], the authors propose a blockchain-
based group authentication scheme for secure handovers in 6G
heterogeneous networks. The system includes user equipment
(UE), access points, servers, and a blockchain network. For
handover scenarios, the scheme performs mutual authentica-
tion and key agreement between UE and target access points,

using aggregated signatures and D-H key exchange to achieve
confidentiality. Moreover, group user batch verification is en-
abled by blockchain consensus to reduce individual check-
ing. The scheme realizes global, seamless handovers without
added complexity, handles group handovers efficiently via ag-
gregated signatures, and accelerates one-by-one checking us-
ing shared randomness. Security analysis via the AVISPA tool
shows that the scheme can prevent replay, framing, masquer-
ade, and MITM attacks. Performance evaluation shows that the
scheme minimizes overhead versus related protocols, while sig-
nificantly cutting group authentication delays by 89.8%. Sim-
ilarly, in [127], the authors propose a privacy-preserving au-
thentication protocol for 5G networks to address security and
privacy challenges. To this end, the proposed scheme leverages
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blockchain and pseudonyms to enable anonymous mutual au-
thentication between a UE and a serving network (SN). Partic-
ularly, the UE computes fresh authentication parameters using
random numbers and its private key to initiate the protocol. Af-
ter verification, the SN assigns a temporary identity to the UE
to preserve anonymity. A new session key is established using a
random number chosen by the SN for every authentication, en-
suring forward/backward secrecy even if a key is compromised.
Then, the SN adds a block to the blockchain after each success-
ful authentication. Security analysis proves that the protocol
can mitigate various attacks including impersonation, MITM,
replay, and tracking attacks. Performance evaluation shows that
the proposed scheme requires fewer message exchanges and
lower data transmission compared to existing protocols.

In [128], the authors propose Mobile-Chain, a novel
blockchain-based mutual authentication framework for secure
roaming services in global mobility networks. The decentral-
ized architecture aims to address vulnerabilities in existing pro-
tocols and provide robust security features including authenti-
cation, anonymity, confidentiality, and untraceability. To this
end, the framework leverages blockchain advantages of im-
mutability, transparency, and elimination of single point failure
to strengthen security. A key derivation protocol is then uti-
lized to simplify roaming handovers. Moreover, smart contracts
are leveraged to facilitate entity authentication and manage ses-
sion keys. Security analysis demonstrates Mobile-Chain’s re-
silience against common attacks in mobile networks. Perfor-
mance evaluation shows that the proposed framework can re-
duce communication costs by up to 1.7 times compared to other
baseline approaches. In [129], the authors propose a novel
blockchain-based authentication framework for Low Earth Or-
bit satellites. Particularly, the proposed scheme utilizes a con-
sortium blockchain to record registration data to maintain a de-
centralized certificate library of each device within the network.
In this network, the MPTdata structure is employed to form a
distributed certificate management which replaces the compu-
tationally intensive certificate revocation list. Additionally, a
lightweight certificateless cryptography scheme is proposed to
calculate the cryptographic key pairs for devices in the network.
This not only reduces the computation time but also ensures
the system’s privacy preservation since the data are encrypted
by the public key of the device before transmitting through the
satellite network. Security analysis shows that the framework is
resistant to data tampering, eavesdropping, and MITM attacks.
Performance analysis shows that compared to other existing ap-
proaches, the proposed framework’s total transmission time is
up to 2 times shorter.

7.2. Identity Management

Compared to authentication, identity management is a
broader concept that encompasses the entire lifecycle of digi-
tal identities, addressing processes such as provisioning, access
management, and governance across multiple systems. Conven-
tional identity management approaches, such as centralized and
federated systems, provide structured frameworks for manag-
ing users’ credentials but face significant challenges. Central-
ized systems, such as the Lightweight Directory Access Pro-
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tocol (LDAP) [130], offer centralized control but create a sin-
gle point of failure, making them susceptible to data breaches
and service disruption. Federated systems including SAML en-
able cross-domain authentication through trusted partnerships,
but they may encounter issues such as trust delegation and de-
pendence on intermediaries for consensus [131]. Additionally,
these approaches might compromise user privacy and auton-
omy due to the centralized control of identity data. In [132],
the authors propose a blockchain-enabled decentralized cross-
domain identity management system, namely BIdM, to ad-
dress the security and scalability issues of traditional central-
ized systems. The proposed framework introduces a consor-
tium blockchain to avoid single point of failure and uses de-
centralized identifiers for naming and managing identities. To
enable efficient identity validation, the framework leverages a
one-way accumulator data structure that reduces the time com-
plexity. Identities are accumulated in the blockchain while cre-
dentials are stored off-chain. Consensus among domains en-
ables cross-domain authentication without needing the original
identity provider. Simulation results show that the proposed
system can reduce the latency by up to 6 times compared to that
of a baseline approach. Similarly, in [133], the authors propose
a novel blockchain-based biometric authentication framework.
The framework utilizes a permissioned blockchain to record
authentication activities and employs a decentralized mecha-
nism for managing and validating biometric data. Specifically,
it splits biometric data into fragments that are distributed across
different clients in the network. This distributed storage mech-
anism enhances security against data leakage while eliminat-
ing single point of failure. Additionally, a smart contract is
developed to locate the fragments for each authentication re-
quest. Moreover, security analysis shows that the framework
can guarantee availability despite multiple client failures, unlike
centralized alternatives. Performance evaluation demonstrates
that the proposed scheme can reduce the authentication process
delay by up to 2.8 times compared to that of conventional sys-
tems. In [134], the authors present a privacy-aware authenti-
cation framework for multi-server environments. In particular,
the proposed scheme utilizes multiple permission servers act-
ing as consensus nodes in the Ouroboros consensus mechanism
[135] to ensure the consistency of users’ access by smart cards
or mobile devices. Additionally, the proposed framework uti-
lizes the ECDSA to create and verify signatures. The digital
signature is then included in every transaction, along with the
identity, the public key, and the revocation status of the user.
Security analysis shows that the proposed scheme is secured
against multiple attacks such as impersonation, server spoofing,
replay, and MITM attacks. Performance analysis demonstrates
that the proposed framework can reduce communication costs
by up to 3.2 times compared to baseline approaches.

7.3. Unmanned Aerial Vehicles Networks

In Unmanned Aerial Vehicles (UAVs) networks, it is crucial
to ensure secure and reliable verification of the identity and
legitimacy of unmanned aerial vehicles, mitigate risks associ-
ated with unauthorized access, and protect sensitive data during



communication and collaboration. To this end, a blockchain-
enabled privacy-preserving and lightweight authentication pro-
tocol is developed in [136] to achieve secure and efficient com-
munication between UAVs and ground control stations. The
protocol combines ECC, hash functions, and digital signatures
to enable mutual authentication and prevent various attacks
while minimizing computation and communication costs. Par-
ticularly, the framework utilizes blockchain for UAV identity
and credential management to mitigate security risks associated
with device tampering and credential theft. The protocol com-
prises registration, authentication, password update, and revo-
cation phases to securely register UAVs and facilitate access
control. Security analysis using the AVISPA tool [59] demon-
strates the framework’s resilience against common attacks such
as DDoS and MITM. Performance evaluation shows that the
protocol reduces computation overhead by 10.45% and com-
munication cost by nearly 60% compared to existing schemes.
Similarly, in [137], the authors propose a novel authentica-
tion protocol integrating cloud computing and blockchain tech-
nology to improve security and efficiency for UAVs in flying
ad-hoc networks. Particularly, blockchain is utilized to pro-
vide decentralized access control via distributed ledger trans-
actions validated through the PBFT consensus protocol be-
tween ground station servers. Moreover, the framework em-
ploys metadata, which contains only the addresses of actual
data. After being uploaded to the blockchain, UAV actual data
undergoes encryption and secure cloud storage for future re-
trieval. Security analysis using the AVISPA tool shows strong
session key security along with resilience to MITM attacks. Ex-
periment results demonstrate that the framework can reduce
computational overheads by 2.13 times compared to related
schemes.

7.4. Summary

In this section, we discuss blockchain-based authentication
approaches in emerging application areas including wireless
networking, identity management, and UAV networks. As sum-
marized in Table 5, Blockchain plays a crucial role in wireless
networking by providing secure authentication, ensuring data
integrity, and establishing trust in dynamic and heterogeneous
environments, addressing challenges in technologies including
5@, 6G, and satellite communication. Utilizing mechanisms
such as group authentication schemes and privacy-preserving
protocols, the proposed framework can enhance security, re-
duce complexity, and improve efficiency in wireless commu-
nication networks. For identity management, the proposed ap-
proaches utilize blockchain’s consensus mechanism, smart con-
tract, and related cryptography mechanisms to enhance privacy,
efficiency, and reliability throughout the entire lifecycle of dig-
ital identities. In UAV networks, mechanisms such as ECC,
hash functions, and digital signatures are utilized to authenti-
cate UAVs, mitigate unauthorized access, and provide a decen-
tralized platform for managing UAV operations. A common
open issue in the areas discussed in this Section includes scal-
ability issues due to the limited available resources. Moreover,
energy efficiency is a serious concern in UAV networks as it
directly impacts UAV operations.
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8. Challenges, Open Issues, and Future Direction

8.1. Challenges and Open Issues

8.1.1. Scalability

Scalability poses a significant challenge as blockchain-based
authentication frameworks are developed for various types of
networks, often with thousands or millions of devices such
as IoT or cloud/edge networks. Handling the sheer volume
of identity verifications and access validations generated by
large user bases is difficult for blockchain technology, which
is already facing scalability issues by itself. Particularly, the
underlying consensus and encryption mechanisms that secure
blockchains also constrain transaction processing speeds, la-
tency, and storage, which are all crucial performance fac-
tors for authentication processes. Particularly, in traditional
blockchains such as PoW-based networks, there are several ap-
proaches including increasing block size and reducing block
generation time. However, these approaches have negative im-
pacts on the security of the blockchain, as they significantly
increase the risk of forks [9]. Therefore, developing intelli-
gent approaches that can increase the processing capabilities of
blockchain without compromising security is a key challenge
in improving blockchain-based authentication systems.

8.1.2. Interoperability

The heterogeneity of environments such as IoT, cloud/edge,
and healthcare networks causes significant interoperability is-
sues even outside the realm of blockchain. Coupled with the
inherent interoperability of blockchain networks, this poses sig-
nificant challenges for blockchain-based frameworks that need
to authenticate devices from various platforms and standards.
Particularly, blockchain networks often employ different con-
sensus mechanisms and protocols. However, the cryptography,
consensus rules, transaction formats, and block storage differ
vastly between blockchains of different consensus protocols.
Consequently, transactions and data from one consensus mech-
anism or protocol are not recognized by others in traditional
blockchain systems[138]. Additionally, it is not possible to
make different service providers, e.g., hospitals, operate using
the same blockchain network or use the same protocol. There-
fore, interoperability remains a major obstacle that hinders the
effectiveness of blockchain-enabled authentication approaches.

8.1.3. Key Management Challenges

In blockchain-based authentication systems, key manage-
ment poses several challenges. First, revoking compromised
credentials and distributing new keys in decentralized networks
such as blockchain is difficult. The decentralized nature of
blockchain data means that there is no centralized authority for
revocation. Moreover, since the data stored in the blockchain is
immutable, it is difficult to revoke issued keys. Second, imple-
menting key recovery mechanisms poses a persistent challenge.
In conventional blockchain, once a private key is lost, the user
will lose access to the account, and there is no on-chain way to
recover the lost key. Third, the limited local storage capacity
of devices, such as IoT sensors and vehicles, makes key storage



Table 5: Summary of Blockchain-based Authentication Applications in Emerging Application Areas.

Ref. | Application areas | Objectives Approaches
. - Employ aggregated signatures and D-H key exchange for
- Enable group authentication for secure ploy aggreg J Y &
[126] hangovers in 6G networks authentication
& ) - Use blockchain for group user batch verification
- Provide anonymous mutual authentication . R
[127] . Y - Leverage blockchain and pseudonyms to enable authentication
. in 5G networks
Wireless — — — ;
[128] | networking - Facilitate authentication for secure - Use smart contracts for authentication and session keys management
roaming services - Propose a key derivation protocol to simplify roaming handovers
- Utilize consortium blockchain and MPT data structure to record
[129] - Allow decentralized authentication in and manage devices’ data
Low Earth Orbit satellite network - Propose a lightweight certificateless cryptography scheme to
calculate and verify key pairs
- Use consortium blockchain to enable cross-domain authentication
[132] - Enable cross-domain identity management | - Leverage a one-way accumulator data structure to reduce time
complexity
. . . . . - Employ permissioned blockchain to record authentication activities
Identity - Provide biometric decentralized ploy’p . o . .
[133] .. - Propose a decentralized data-splitting mechanism to enhance security
management authentication L. .
in identity data storage
- . T - Utilize Ouroboros-based blockchain to store and manage
- Facilitate privacy-aware authentication in . .
[134] multi-server environment authentication transactions
- Employ ECDSA to generate and verify digital signatures
(136] - Allow lightweight anonymous - Leverage ECC for digital signature generation and verification
authentication - Use blockchain for credential management
UAV Networks - - -
. . - Employ PBFT-based blockchain to validate and authorize
[137] - Provide decentralized access control transactions

complex over extended periods. Fourth, the mobility of vehi-
cles, UAVs, and mobile devices creates difficulties in real-time
coordination with authentication infrastructure, hindering the
smooth handover of verified keys and potentially introducing
windows for identity spoofing during offline periods.

8.2. Future Research Directions
8.2.1. Shardings for Blockchain-based Authentication Systems
To address the scalability issues in blockchain-based authen-
tication systems, sharding can be a promising solution. Shard-
ing is an approach that partitions a blockchain network into
multiple sub-networks (shards) for parallel processing of trans-
actions, thereby significantly improving the transaction pro-
cessing speed [139]. In the context of authentication systems,
for example, the blockchain can be divided into multiple shards,
each with a number of TAs to issue authentication certificates.
When the authentication demands are higher, more shards with
more TAs can be added to the network. As a result, authenti-
cation certificates can be issued multiple times faster compared
to the traditional non-shard approach. For example, in [140],
a multi-layer sharding blockchain architecture is proposed to
manage decentralized identities (DIDs) in Web 3.0. In the
proposed architecture, leader shards are employed to establish
trust, while multiple regular shards are utilized for DIDs man-
agement, e.g., DIDs registration, authentication, and deletion.
As a result, the scalability issue can be mitigated by introduc-
ing more shards to the system. However, this also brings forth
some challenges. First, in dynamic environments such as mo-
bile computing and vehicular networks, the shards need to be
frequently configured according to the number of devices in
each shard. Moreover, the division of blockchain into shards
weakens the blockchain security. For example, in a blockchain
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with 5 shards, a 51% attack might only need 11% of network
participants to succeed, as opposed to 51% participants in a
blockchain with no shard. Therefore, it is crucial to optimize
the number of shards while taking into account the security of
the blockchain [141].

8.2.2. Sidechains for Blockchain-based Authentication Systems

Sidechain technology is a promising solution to address
blockchain’s interoperability issues, especially in networks
such as healthcare, IoT, and distributed computing. Particu-
larly, sidechain technology enables blockchain networks to em-
ploy different protocols to communicate with each other. To
this end, cross-chain transfer protocols can be employed, where
a set of validators are responsible for validating transactions in
and among different blockchain networks (sidechains) [142].
As a result, authentication data from a blockchain can be val-
idated by participants in another blockchain, e.g., when a ve-
hicle moves to a different region. Moreover, authentication
data might also be transferred directly, e.g., patient transfers
between hospitals. For example, to address the interoperabil-
ity issues in blockchain-based authentication systems, the au-
thors of [143] introduce a sidechain-enabled system for de-
vice authentication in smart communities. Particularly, the ap-
proach leverages private side blockchains for managing local
registration and authentication processes, while a local main
blockchain facilitates information sharing across systems. The
optimized two-way peg protocol ensures secure information ex-
change by dynamically assessing the trustworthiness of smart
devices, based on factors such as authentication method, pre-
vious authentication information sharing history, and local au-
thentication results. Nevertheless, the use of cross-chain val-
idators also creates a new attack surface where these validators



can be targeted. Moreover, once a blockchain is overwhelmed
by attackers, any sidechain that is connected to that blockchain
is also at risk [138]. Therefore, the security of sidechain ecosys-
tems needs to be thoroughly analyzed.

8.2.3. Quantum-resistant Blockchain-based Authentication

Quantum computers have the potential to break widely-used
cryptographic schemes, such as RSA and ECC, which form the
basis for many authentication mechanisms discussed in this pa-
per [144]. If these cryptographic mechanisms are broken, the
authentication process, even the blockchain itself, will become
easy targets for attackers. Therefore, it is crucial to develop
cryptographic mechanisms that are resistant to quantum-based
approaches. A promising approach is used in several frame-
works [145, 146, 147], which leverage lattice-based cryptogra-
phy such as Kyber algorithm [148] to mitigate quantum attacks.
Particularly, the security of the widely employed cryptographic
mechanisms such as RSA and ECC relies on the difficulty of
factoring large numbers or solving discrete logarithm problems.
Unfortunately, these types of problems might be solved effi-
ciently by quantum algorithms such as Shor’s algorithm. On
the other hand, lattice-based cryptography is built on mathe-
matical structures called lattices. The security of these systems
depends on solving problems such as Shortest Vector Problem
and Learning With Errors, which currently cannot be solved ef-
ficiently by quantum algorithms.

8.2.4. Quantum Key Distribution

Quantum key distribution (QKD) leverages unique properties
of quantum mechanics to enable two remote parties to generate
shared random secret keys while detecting any eavesdropping
attempt. To this end, key bit values are encoded on individ-
ual photons and transmitted over a quantum channel. The re-
ceiver then measures each photon to extract an identical key.
Any interception and measurement by an attacker will alter
the quantum state of photons, and thus eavesdropping attempts
can be detected [149]. As a result, QKD provides a powerful
mechanism for blockchain authentication against many types
of attacks. For example, in [150], a secure and efficient au-
thentication scheme for blockchain-enabled Internet-of-Vehicle
systems is developed, which leverages QKD for authentication
and key generation. Nevertheless, practical implementation of
QKD is challenging due to specific hardware and environment
requirements. Therefore, this is still a very potential research
direction.

9. Conclusion

Blockchain is an effective solution to address various chal-
lenges that conventional authentication systems are facing. In
this article, we have presented a comprehensive survey on
blockchain applications for authentication in various types of
networks. Particularly, we have first provided a tutorial on
blockchain technology and the fundamental background of
various cryptography techniques and authentication-related at-
tacks. Then, we have discussed the applications of blockchain
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for authentication in various types of networks including vehic-
ular, IoT, healthcare, and distributed computing. For these ap-
plications, we have provided detailed discussions and analyses
on how blockchain can be leveraged to facilitate the authentica-
tion process. Finally, we have presented the current challenges
and open issues and introduced some potential research direc-
tions of blockchain for future authentication systems.
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